BIO/UKETHOE YYPEXIEHUE
o INPO®ECCHOHAJIBHOI'O OBPA30BAHUSA
%% XAHTBI - MAHCUVICKOT'O ABTOHOMHOI'O OKPYTA — FOT'PBI
' %agnmw‘\“ «KOT' AJIBIMCKHH MMOJATEXHAYECKUI KOJLIE K

<
Yy
 FonnepX’

YTBEPXJIEHA

IIPUKa30M JTUPEKTOpa

BY «KoramemMckui
MTOTUTEXHUYECKUX KOJIIEIK

Ne237 «02» centsa6ps 2019 r.

PABOYAS TPOTPAMMA
INPOPECCHOHAJBHOI'O MOAYJIA
IIM.01 «BeinoJiHeHHe padoT M0 NPOEKTHPOBAHHUIO ceTeBOI HHPPACTPYKTYpPbD»
IIPOrpaMMBbI IOJTOTOBKY CIIEIUATINCTOB CpeHero 3BeHa crenuansaoctu CI1O
09.02.06.CeTreBoe 1 cUCTEMHOE aAMUHUCTPUPOBaHUE
(ceTeBoif U CUCTEMHBIA aIMUHUCTPATOP)

®opma o0yueHuss OuHas

Kypc 23

Cemectp 3-6

r. Koramem,2019



Pabouas nporpamMmma npodeccuoHamIbHOro MoAys pazpaboTaHa Ha OCHOBE
denepanbHoro rocyaapcTBeHHOro 00pa3oBaTeIBLHOrO cTanAapTa (Ianee —
®I'OC) 09.02.06. «CeTeBOE U CUCTEMHOE aAMUHUCTPUPOBAHUEY (CETEBOU U
CUCTEMHBIN aIMUHUCTPATOP) YTBEPKIAESHHOT0 TPUKa30M MUHHCTEPCTBOM
obpazoBanus u nayku Poccuiickoit @enepanuu ot 9 nexadps 2016 r. Ne1548.

Opranuzanusa-paspaboTurk: OIOIKETHOE YyUpexXIeHHe MPodecCHOHATLHOIO
obpasoBanuss XaHTBI — MaHCHHCKOrO aBTOHOMHOTO OKpyra - FOrpe
«KoransIMCKuii MOTUTEXHUIECKUM KOIIIEIK.

PACCMOTPEHO

Ha 3aCCJaHHHU METOAUYECKOI'O O6T)€,Z[I/IHGHI/IE[ I[I€JaroruKu, IICUXOJIOTHUH,
(l)I/ISI/I'—IGCKOFO BOCITUTAHUS B 0€30IIaCHOCTH KUBHCOCATCIBHOCTH.

IIpotokon Ne 5~ OT KL »  pun.? .2019r.
Pykosomurens MO 7z, . — /H.A. Endumona/
nﬁncs pacudpoBka
COI''TACOBAHO
Ilenaror-6ubnuoTexaps F /JLH. Pomuonosa/
HOAINCh pacudpoBka

o ey AT
Crapiuuii MeTogucT 1/ V/ccf/ /N.B. T'onosaus/
noamich paciudpoBka

Pazpaboruuku:

IlperrogaBarens bBY  «Koranbmvckmii IMOJTUTEXHUYECKUHN  KOJUISIK)
KycekeeBa VneBrHA ANeKCaHAPOBHA 75 /N.A KycekeeBa/

MOJTHUCH paciudpoBka




. COJEPKXAHHUE
1 ITACIIOPT PABOYEU ITPOI' PAMMBI ITPOGECCHUOHAJIBHOT'O

MOAVJIA IIM.01 BBITTIOJIHEHUE PABOT I10 ITIPOEKTHUPOBAHHMIO

CETEBOM MHOPACTPYKTYPDBL ......ooorieierieeeeeieieeieeeee e
2 PE3VJIBTATBI OCBOEHUS ITPO®ECCHUOHAJIbBHOT'O MOAVYJIA

3 CTPYKTYPA U COAEPXKAHUE ITPOOECCUOHAJIBHOT'O MO VIJIA...... 9

4 YCJI0OBUA PEAJIM3ALINN ITPOPECCHUOHAJIBHOI'O MOJYJIA .
5 KOHTPOJIb 1 OLIEHKA PE3VJIbTATOB OCBOEHNA

[TPOPECCHUOHAJILHOI'O MOJYJIS (BUJA [TPODECCHOHAJIBHOM

JEATEJIIBHOCTI) ....coviiiieiee et



1 MACHOPT PABOYEN ITPOT'PAMMBI TIPO®ECCHOHAJIBHOI'O
MOAYJIA IIM.01 BBIITIOJIHEHUE PABOT 11O NIPOEKTUPOBAHUIO
CETEBOM UH®PACTPYKTYPhI

1.1. O6sn1acTh npuMeHeHus1 padoyeil MPOrpaMmbl

PaGouas mporpamma mpodeccnoHaIpbHOTO MOAYJS (Ianee pabodas mporpamma)
ABJISIETCSI 4YaCThIO MPOTPAMMbI TMOJTOTOBKHM CIECIMAIMCTOB CPEIHEro 3BEHAa B
cootBeTcTBUM ¢ PI'OC CIIO mo cnemumansHocTr 09.02.06 CeteBoe M cucTemMHOe
aJMUHHMCTPUPOBaHMe yKpynHeHHoU rpynmsl cnenuanbaoctei 09.00.00 Mudopmartrka
Y BBIYMCIIATENIbHAS TEXHUKA HAPABJICHUS TIOJTOTOBKH VHXEHEPHOE J1e710, TEXHOJIOTUN
U TEXHUYECKHE HAyKu OCHOBHOTro BuIa AesaTeabHocTH (B/I): Brinonnenue pabot mno
MIPOCKTUPOBAHHUIO CETEBOU MHPPACTPYKTYPHI M COOTBETCTBYIOIIHMX MPO(HECCHOHATBHBIX
kommneTeHiui (I11K):

[IK 1.1. BeIOJHATE NPOEKTHUPOBAHUE KAOEIBHOM CTPYKTYpPbl KOMIIBIOTEPHOM
CETH.

[IK 1.2. OcymecTBiasiTh BbIOOP TEXHOJOTHH, WHCTPYMEHTAJIBHBIX CPEICTB M
CPEIICTB BBIUMCIUTEIBHOW TEXHUKH TMPU OpraHU3allMu Tpoliecca pa3pabOTKu U
uccliieIoBaHus 00bEKTOB MPOPECCUOHATIBHON JIEITEIIbHOCTH.

[IK 1.3. OOGecrneuuBarh 3amuTy HHGOpPMAIMM B CETH C HCIOJIH30BAHUEM
MIPOTPaMMHO-AIITAPATHBIX CPEACTB.

[1K 1.4. IlpuaumaTh yyacTue B MPUEMO-CAATOYHBIX UCIIBITAHUSX KOMITBIOTEPHBIX
CeTel MW CeTeBOro OOOPYJIOBaHHs PA3ITUYHOTO YPOBHS M B OIEHKE KayecTBa H
9KOHOMHMYECKOH A(h(PEKTUBHOCTH CETEBOM TOIOJIOTHH.

[IK 1.5. BpimonHsaTe TpeOOBaHUS HOPMATHBHO-TEXHUYECKOW JOKYMEHTALIHH,
UMETh OTBIT 0OPMIICHUS TPOCKTHOM IOKYMEHTAIIUU.

Pabouass mporpamMmma y4eOHOH AMCLMIUIMHBI MOKeT ObITH MCIOJb30BaHA B
JIOTIOJTHUTEIBHOM TIPO(PeCCHOHAIEHOM 00pa3oBaHuK (B MpOrpaMmax TMOBBIIICHUS
KBaJu(UKALMK U TEPETOrOTOBKU) U TPOPECCUOHATIEHON MOATOTOBKE MO JOJIKHOCTSAM
cayxamux: 14995 Hanaguuk TeXHOIOTUYECKOTO 000PY/TI0BaHUS.

1.2. Heam wu 3agaum npodecCHOHAIBHOTO MOAYJA — TpedoBaHMSA K
pe3yJabTaTaM ocBOeHHs MPodecCHOHATHLHOTO MOTYJIA

Heasb:

— HAYYUTHCA TPOCKTHUPOBAHHUIO JIOKAJTBHBIX CETE B COOTBETCTBHU C
MOCTABJICHHOM 3aa4Yeu.

3agaum:

— BBIOpaTh TEXHOJOTUH, UHCTPYMEHTAJIbHBIE CPEJICTBA U CETEBOE 000PYI0BaHKE



IpY OpPTaHU3aIUU IPOLIECCa UCCIIEN0BAHMS O0BEKTOB CETEBOM MHPPACTPYKTYPHI;

— HCIIOJBb30BATh CIICHHUAJIBHOC ITPOIrpaMMHOC obOecrieueHue AJIs1 MOACIIMPOBAHUS,
IMPOCKTUPOBAHUA N TCCTUPOBAHNA KOMIIBIOTCPHBIX ceTeil.

HMeTh MPAKTUYECKUIl ONbIT:

- a”HaiMM3a MW pa3pabOTKM y4YEOHO-METOJIUYECKUX MaTeprayioB (pabouux
mporpamMM, y4eOHO-TEMaTHYECKUX IIIAHOB) JUIsl obOecredeHus 00pa3oBaTEIbHOTO
npolecca;

— TPOCKTUPOBAHMS APXUTEKTYPHI JIOKAJTLHOM CETH B COOTBETCTBHH C
IIOCTABJICHHOM 3aj1auci;

— YCTaHOBKH W HACTPOWKH CETEBBIX MPOTOKOJOB M CETEBOTO OOOPYIOBAHUS B
COOTBETCTBUH C KOHKPETHOMU 3a/1auei;

— BBIOOpAa TEXHOJIOTHMH, HWHCTPYMEHTAJIBHBIX CPEJICTB TIPH OpTaHU3AIHH
npoliecca UCCae0BaHus 00BEKTOB CeTeBOM HHMPACTPYKTYPHI;

— oOecmiedeHHsI TIEIOCTHOCTH PE3EPBUPOBAHUS HH(POPMAIIUH, HCIIOIH30BAHMS
VPN;

— YCTaHOBKH U OOHOBJICHHUS CETEBOTO MPOTPAMMHOTO 00ECIICUEHUS;

— MOHHUTOPUHTa  TMPOU3BOJUTEILHOCTH  CE€pBEpa U  MPOTOKOIUPOBAHUS
CHUCTEMHBIX U CETEBBIX COOBITHIA,

— 0(hopMIICeHUS TEXHUYECKON JOKYMEHTAIINH;

— WCIIONB30BAaHUA  CHEIUAIBHOTO  MPOTPAMMHOTO  OOCCHEYeHHS IS
MOJICTTUPOBAHUS, TPOSKTUPOBAHUS U TECTUPOBAHUS KOMITBIOTEPHBIX CETEH;

yMeTh:

IIPOCKTUPOBATH JIOKAJIbHYIO CETh,

BBI6I/IpaTB CCTEBLIC TOIIOJIOTUH,

paCcCUUTBIBATb OCHOBHBIC ITAPAMCTPEI JIOKaJbHOM CCTH,

YUTATh TEXHUYECKYK) M TPOEKTHYIO JOKYMEHTALMIO 1O OpraHu3aluu
CETMEHTOB CETH,

— TIPUMEHSATH AITOPUTMBI IOMCKA KPATYANIIErO Ny TH;

- IUIAaHUPOBAaTh CTPYKTYpY CE€TH C TOMOIIbI0 rpada ¢ ONTHUMaIbHBIM
PAacCMOJIOKEHUEM Y3JI0B;

— HCMOJIb30BaTh MaTEMAaTUUECKUH armapar Teopuu rpados;

— KOHTPOJIUPOBATh COOTBETCTBHE pa3padaThiBA€MOro MPOEKTa HOPMATHUBHO-
TEXHUYECKON JTOKYMEHTAIIUH,

— HCIOJB30BaTh MHOTO(YHKITMOHAIBHBIE MPUOOPHI M MPOrPaMMHBIC CPEACTBA
MOHHUTOPHHTA,

— HCHOJIb30BaTh NPOIrpaMMHO-AIIapaTHbIC CPECACTBA TCXHUYCCKOI'O KOHTPOJI,



UCIIOJIb30BaTh TEXHUYECKYIO JIMUTEpaTypy M HHPOPMAIMOHHO-CIIPABOYHBIC

CUCTEMBI JJIsl 3aMEeHbI (ITOMCKa aHAJIOTOB) YCTAPEBILIETO 000PYI0BAHUS;

HacTpauBaTh MpoTokod TCP/IP u uCHOab30BaTh BCTPOCHHBIC YTHUIIMTEHI

OTIEPALIMOHHOM CUCTEMBI JIJIsl TUArHOCTUKU pabOTOCIIOCOOHOCTH CETH.

3HATb:

0O01IIe TPUHITUIIBI TIOCTPOCHUS CETEH;

CETEBBIC TOIOJIOTHH,

MHOTOCTOMHYI0 Moaenb OSI;

TpeOOBaHMS K KOMITBIOTCPHBIM CETSIM;

ApPXUTEKTYPY MPOTOKOJIOB,;

CTaHJapTHU3AIUIO CETEH;

ATaIbl MPOCKTUPOBAHUS CETEBON MHPPACTPYKTYPHI;

TpeOOBaHUS K CETEBOM 0€30MaCHOCTH;

OpraHu3amuio paboT MO BBOAY B AKCILTyaTallMi0 OOBEKTOB M CETMEHTOB

KOMIIBIOTCPHBIX ceTeﬁ;

BCPOATHOCTHBIC MU CTOXACTHUYCCKHUC IIPOLCCChI, 9JICMCHTBI TCOPHUU MACCOBOI'O

O6CJ'IY)KI/IBaHI/IH, OCHOBHBIC COOTHOIICHHUA TCOPHUHU oqepezleﬁ, OCHOBHBLIC ITOHATHA

TEOpUH rpadoBs;

AITOPUTMBI ITIOMCKA KPAaTYalIIero MyTH;

OCHOBHBIE ITPOOJIEMBI CHHTE3a rpad)OB aTak;

IIOCTPOEHUE aJICKBATHOM MOJIEIIN;

CUCTEMBI TOMOJIOTMYECKOr0 aHaIN3a 3alUIIEHHOCTA KOMITBIOTEPHOU CETH;
apXUTEKTYpy CKaHepa 0€30M1acCHOCTH;

AKCIIEPTHBIE CUCTEMBI;

0a30BbI€ IPOTOKOJIbI U TEXHOJIOTUH JIOKAJIBHBIX CETEH;

MPUHIUIIBI TOCTPOCHUS BBICOKOCKOPOCTHBIX JIOKAJIbHBIX CETEH;

OCHOBBI IPOEKTUPOBAHUS JIOKATIBHBIX ceTel, OeCIIPOBOAHbIE JIOKAJIbHBIE CETH;
CTaHAapThl KabOeyiel, OCHOBHbIE BHJbl KOMMYHHUKAIMOHHBIX YCTPOMWCTB,

TEPMUHBI, TTIOHATHUS, CTAHAAPTHI U TUIIOBBIE SJIEMEHTHI CTPYKTYPUPOBAHHON KaOEIbHOU

CUCTCMbI: MOHTAQX, TCCTUPOBAHUC,

JTAHHBIX.

CpeICTBa TECTUPOBAHUS U aHAJIN3A;
IPOrpaMMHO-aIIAPATHBIE CPECTBA TEXHUUYECKOTO KOHTPOJIS;

JUArHOCTUKY KECTKUX JUCKOB;

pesepBHOe KomnupoBaHue wuHpopmaiuu, RAID-TexHomoruu, XpaHuivma

1.3. Koan4yecTBO YacoB HAa OCBOEHHE MNPOrpaMMbl MPo(hecCHOHAIBLHOTO



MOJTYJIfA:

MaKCHUMaJIbHOM y4eOHOM Harpy3ku ooyuaronierocs — 868uaca, Bkitoyas:

00s13aTeIHPHON ayAUTOPHOU yueOHOM Harpy3ku oOydaromierocsi —438 dacos,

BKurouas 206 teopetnyeckux u 180 mpakTuyeckux yacoB, 32 1a0OpaTOPHBIX 3aHITHSI.
CaMOCTOSITeNIbHOM paboThl 0OyUaroierocs —52 Jaca;
y4eOHOI MpakTUKu 216 yacoB, MPOU3BOICTBEHHOM MpakTUku —144 yaca.

= o0s13aTenbHas
3 = E ayIUTOpHas s § o
=2 | % .2 Harpyska E E §
Hammenosanue MJIK z § E £ g g é E
sZ|5 |5€glz |2 |2 |5 |Eg|*%
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SEZ| 25 8Eg2 &g £ & ol & 22| 8
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S| O8 ORE B ES Ea > EE|
3 cemectp
MJK.01.01 KomnsroTepHble cetu 102 10 92 44 36 12 72 _ _
4 cemectp
MJIK.01.01 KomnberoTepHble ceTu 66 12 54 26 24 4 _
36 -
MJZK. 01.02 Opranuzauusi, NpUHIUIBI TOCTPOCHHA H | 41q 12 9% 46 46 4 )
(YHKIIMOHMPOBAHNUS KOMIIBIOTEPHBIX CETeH
5 cemectp
MJZK. 01.02 Opranuzauusi, NpUHLIMIIBI NOCTPOCHUA U | 145 8 124 66 50 8 72 ) )
(YHKIIMOHMPOBAHUS KOMIIBIOTEPHBIX CEeTeH
6 cemectp
MJIK. 01.02 Opranuzanusi, TpUHIUIBI TOCTPOCHUS U 82 10 72 24 24 4 36 144 20
(YHKIIMOHMPOBAHUS KOMIIBIOTEPHBIX CEeTeH
HUTOT'O 490 52 438 206 | 180 | 32 216 144 20

Judpepennnposannsbrii 3a4er no MJK. 01.01 (4 cemectp)

JAudpepennnponannnprii 3auer mo M/IK. 01.02 (6 cemecTp)

Kypcosoii npoext no M/IK.01.02 (6 cemecTp)

KpasngpukannoHHblii 3x3ameH (6 cemecTp)




2 PE3YJBTATBI OCBOEHUSA ITPO®ECCUOHAJIBHOI'O MOAYJIsA

PCBYJILTaTOM OCBOCHMH HpO(l)GCCI/IOHaJIBHOI‘O MOAYJI ABJICTCA OBJIAACHHUC

OOy4JalolUMHUCS ~ BHJIOM  JACSITEIBbHOCTU Boinosinenue pad6or  mo

NMPOCKTHPOBAHUIO ceTeBoOM HH(PPACTPYKTYPHI, B TOM yucie

npodeccuonansubiMu (I1K) u o6mmumu (OK) koMIteTeHITUsIMH:

Kon HaumenoBanue pe3yjbTara 00y4eHus

K 1.1. | BHIIOTHATH MPOSKTHPOBAHNE KaOEIBHOH CTPYKTYPHI KOMITBIOTEPHOU CETH.

MK 1.2. | OcymecTBiusiTh BBHIOOP TEXHOJOTHH, WHCTPYMEHTAIBHBIX CPEICTB M CPEIACTB BBIUMCIHTEIHLHOMN
TEeXHHKH TPU OpPTaHU3aIMH Ipoliecca pa3paboTKH W UCCIETIOBaHHUA OOBEKTOB MPOQEeCcCHOHATBHON
JIeSITeIIbHOCTH.

K 1.3. | ObecneunBars 3amuTy HHOOPMALIH B CETH C HCIOIB30BAHUEM IIPOIPaMMHO-ANapaTHBIX CPE/ICTB.

K 1.4. | [IpuHuMaTh yd4acTHe B IIPHEMO-CIATOYHBIX MWCIBITAHUSIX KOMITBIOTEPHBIX CETEH M CETeBOTO
000pyIOBaHUS PA3IMYHOTO YPOBHS M B OLICHKE Ka4eCTBa M SKOHOMUYECKOH 3(h(hEeKTHBHOCTH CETEBOU
TOIOJIOTUH.

K 1.5. | Bomonusate TpeGOBaHWA HOPMATHBHO-TEXHHUYECKOH HTOKYMEHTAIlMM, WMETh OIBIT O(OPMIICHUS
IIPOEKTHOH TOKyMEHTALIUU.

OK 1. Bri6upathb cioco0sI pemnieHus 3a1a4 MpoeCCHOHATBHOMN eI TeIbHOCTH, IPUMEHHTEIBHO K
pa3IMYHBIM KOHTEKCTaM.

OK 2. OcyIecTBIATh MONUCK, aHATIM3 W HHTEPIPETAINI0 HHYOPMAINH, HEOOXOAMMOH JUTA BHIIOTHEHHS
3a7a4 MpoQecCHOHANBHOMN JIESTEIEHOCTH.

OK 3. [TnanupoBath 1 peannu3oBbIBaTH COOCTBEHHOE PO(ECCHOHANBLHOE U INYHOCTHOE Pa3BUTHE.

OK 4. PaboTaTh B KOJUIEKTHBE M KOMaH i€, 3pPEKTUBHO B3aNMOAECHCTBOBATH C KOJUIETaMU, PYKOBOJICTBOM,
KJIMEHTaMH.

OK 5. OcCylIIeCTBIIATh YCTHYIO U MUCbMEHHYI0 KOMMYHHKAIUIO Ha FOCYAapPCTBEHHOM SI3BIKE C YUETOM
0COOEHHOCTE! COIMAIILHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. [TposIBASITH IpaXkJaHCKO-NIATPUOTHYECKYIO TO3UIIUIO, JEMOHCTPUPOBATH OCO3HAHHOE ITOBEJICHUE Ha
OCHOBE TPAJUIMOHHBIX 00IIEYETOBEYECKUX LIEHHOCTEH.

OK 7. CozeiicTBOBaTh COXpPAHEHUIO OKPYKAIOIIEH cpeibl, pecypcocOepekeHunto, 3pPEeKTUBHO NeHCTBOBATh
B UPE3BbIYAHHBIX CUTYaIHSX.

OK 8. Hcnonb30BaTh cpencTBa GU3MYECKOH KyIbTYPHI U COXPAHEHHUS U YKPETLJICHHS 3J0POBbS B
npotecce MpohecCUOHATBHON AEATEIBHOCTH U MOJICPKAHUS HEOOXOJMMOT0 YPOBHS (PH3HUYECKOM
MOATOTOBJIEHHOCTH.

OK 9. HWcnonp30Bats HHOOPMAITHOHHBIE TEXHOJIOTHH B PO ECCHOHATIBHOM I TETHHOCTH.

OK 10. | [Monb3oBarkest mpodeccHoHaNbHON JOKYMEHTAI[eH Ha rOCyJapCTBEHHOM U HHOCTPAHHOM SI3bIKaX.

OK 11. nl'laHMpOBaTb npegnpunHMMaTesibCKyro AeATE/NNIbHOCTb B I'IpOd)eCCMOHaJ'IbHOﬁ cd)epe.




3 CTPYKTYPA U COAEP KAHUE NIPO®ECCUOHAJIBHOT'O MOAYJIA
3.1. TemaTuuyecknii mjiaH NpopheccCHOHAIBHOT0 MOILYJIA

O0bem BpeMeHHU, OTBe/ICHHbII HA 0CBOEHUE

IIpakruka
MEKIUCHUTIIHHAPHOTO Kypca (KypcoB)
CamocrosiTe/ibHast
Bcero Oos13aTes1bHAsA Ay IUTOPHASA
pa6ora IIpousBoacTBeHHast
4acoB ydeOHasi HAarpy3Ka o0y4aronierocst
Kon o0y4Jarouerocs (o mpogpuiiro
HaumeHnoBanus pa3aeion (maxc.
npogeccnoHATBHBIX B T.4. CHenuaJbHOCTH),
. npodeccuoHaAIBLHOT0 MOAYJIsI yuebHas B T.Y., B T.4., Yueonas,
KOMIETeHIHI JabopaTopHbIe 9acoB
Hacpyska u KypcoBasi KypcoBast 4acoB
Bcero, pa6oThl U Bcero, (paccpedomouennas
NnpaKkmuKu) paGora pa6ora
YacoB | MpaKTHYecKue 4acoB no pasdenam
(mpoexkr), (mpoekr),
3aHSATHS, NpaxKmuKa)
4acoB 4acoB
4acoB
1 2 3 4 5 6 7 8 9 10
INK1.1-IK 1.5 MJK.01.01 Ko 10Te ece
A MIUBIOTEPHEIC ceTH 168 146 76 0 22 0

OK 1-9
IOK 1.1 -01OK 1.5 MJK.01.02 Opranu3anus, 216
OK 1-9

HPHHINIILE THOCTPOCHIET U 322 292 136 20 62 0 144

(pynkunonupoBanus

KOMIIBIOTEPHBIX ceTeil
K 1.1-1K 1.5 YueOHasi IPaKTHKA 216
OK 1-9 IIpou3BoacTBeHHAs] MPAKTHKA 144
Bcero: 825




3.2. Coaep:xkanue 00yuyeHusi o nNpopeccHoHAILHOMY MOIYJII0
IIM.01 BBIOJTHEHUE PABOT IO ITIPOEKTUPOBAHHNIO CETEBOM HH®PACTPYKTYPHI

HaumeHnoBaHue pa3jeioB
npogeccCHOHATBHOI0 MOAYJIS
(IIM), MeKIMCHUTNITUHAPHBIX

kypcoB (MJK) u Tem

Coaepmaﬂne yqeﬁﬂoro marepuaJia, naﬁopaTopHme paﬁOTLl U IMIPAKTHYECCKUE 3aHATHUA, CAMOCTOATEIbHAs paﬁoTa

of0yyamimxcs, KypcoBasi paéora (IpoeKT)

0O0nem
JacoB

Yposensn
O0CBOEHHUS

1

2

MK 01.01 KomnboTepHbie ceTH

Tema 1.1.
BBenenue B cereBbIe TEXHOJIOIHH

Coaep:xanue

1.

Kommsrorepasie cetu. CoBmecTHas pabota, IHTEpHET 1 COBPEMEHHBIE CETEBBIC TEXHOIOTHH — 00IaCTh MPUMEHEHHS
W Ha3HaveHHe. Buapl KOMIBIOTEpHBIX ceTell. [o0anbHble U JoKanbHble ceTH. OHOPAHTOBbIE U KIMEHT-CEPBEPHBIC
apxuTeKkTypsl. OCHOBHBIE KOMIIOHEHTHI CETEH, CeTeBast CpPeAa M CETEBbIE yCTPOWCTBA. TEXHOIOTUH MOAKIIOUCHHS K
Wnrepuer. KonseprentHele cetu. KauecTBo M HameXHOCTh cereil. OCHOBHBIE MOHSTHSI CETEBOH 0O€30MacCHOCTH.
TenneHuuu pa3BuTUsA ceTel.

KoHCO/BHBIN T0CTYII, yIaJeHHBIA J0CTyI ¢ oMorieio Telnet u SSH, ucnons3osanue nopra AUX.

CereBble MNPOTOKOJIBI W KOMMyHHUKanuu. KoaupoBanue u mnapamerpsl coobuieHus. CereBble MPOTOKOIBI.
B3aumogeiictBue mportokonoB. Habop mportoxonoB TCP/IP u mnpomecc obmena maHabiMu. OpraHu3anuu 1o
cranpapruzanuu: 1ISOC, IAB, IETF, IEEE, ISO. MuoroyposueBbie mojenu OS| u TCP/IP. VHkancynsius JaHHBIX.
Iporokoneubie Gioku ganubix (PDU). Jloctym k nokansHbiM pecypcam. Ceresast aapecarms. MAC- u IP- agpeca.
Hoctyn k ynan€uueim pecypcam. [nro3 no ymonuanuzo.

CereBoit noctym. IIpoTokonbl M craHmapTsl (uzndeckoro ypoBHs. CrocoObl moxakimiodeHuss k cetu. CeTeBble
unrepdeiicapie mwiatel (NIC). Cpenbl mepenayd JaHHBIX M HMX XapaKTEPUCTUKH: IPOMYCKHas CIIOCOOHOCTS,
MIPOU3BOIUTEIBHOCTD. Bupl MenubIX ceTeBbix kadeneit: UTP, STP, koakcuanbHbid. Pa3HOBHAHOCTH, OCOOCHHOCTH
NPOKJIAIKK M TecTupoBaHus KabOenell. CTpykTypa M OCOOCHHOCTH TPOKJIAJKH OINTOBOJOKOHHBIX Kabeiei.
BecnipoBoubie cpescTa nepenaun qanueix. Cranmpapt Wi-Fi IEEE 802.11.

KananpHbIH YpOBEHb U €ro MoJypoBHH: YnpasneHue nornyeckuM kananom (LLC) u Yrpasnenue 1ocTynom K cpene
nepenaun aanHeix MAC. CtpykTypa Kajpa KaHaJbHOTO YPOBHS M NpPHHIMIBI ero (opmupoBanus. CTaHaapThl
KaHanbHOro YypoBHs. ®Dusnyeckas M JOruMdYeckas TOMOJOrHMsS ceTU. TONONOrMHM «TOUYKa-TOYKa», «3BE3/an,

«TMOJHOCBSA3aHHAs», «KOJbIEBas». [loryqynekcHas ¥ MOTHOLYIUIEKCHAs Iepegada JaHHbIX. OCOOCHHOCTH KaapoB
LAN, WAN, Ethernet, PPP, 802.11.

Cerebie Texuomoruu Ethernet. CemeiictBo ceteBsix Texmomoruit Ethernet. Tlpummunm paGoter Ethernet.
Bzaumogpeiicteue Ha nogypoBHsx LLC u MAC. Vnpasnenue noctynom Kk cpene nepenayun gaHusix (CSMA). MAC-
anpec: wunentudukammsa Ethernet. ArpubGyrer kampa Ethernet. TIlpemcraBienuss MAC-agpecoB. OxHo-
MHOTI'0aJJpECHOM, IIMPOKOBEIIATeNbHOM pacchulok. CkBo3Hoe noaximouenue, MAC- u IP-anpeca.
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Iportokon paspemenus aapecoB (ARP): mpuHImmbel paGoThl, poNis B Mpollecce yOaJeHHOTO OOMEHa JaHHBIMH.
Tabmmuer ARP Ha ceteBbIX ycrpoiicTBax. OCHOBHBIE HemocTaTKu npotokoia ARP - Harpyska Ha cpeny mepemadn
JaHHBIX U Oe3omacHocTh. OCHOBHAs MH(OpMaIHs 0 mopTax kommyratopa. Tabmuina MAC-aapecoB KoMMyTaTopa.
Oyuxuus  Auto-MDIX. Crocobbl  mepechulkn  Kaapa Ha kommyrtaropax Cisco. Bydepuszauust mamstd Ha
KoMMyTaTopax. OUKCHPOBAHHAS U MOIYJIbHAST KOH(PUTYpaUK KOMMYTaTopoB. CpaBHEHHE KOMMYTAIIHH YPOBHS 2 U
ypoBusi. Texuomorus Cisco Express Forwarding. Buptyaneheiii  unTepdeiic  kommyratopa  (SVI),
Mapupytusupyemsiii mopt, EtherChannel yposus 3. Koudurypaiiis MapiuipyTusupyeMoro mopra.

6. | CereBoit ypoBenb. CeTeBOH ypOBEHb B IIpoIecce Nepemadd NaHHBIX. [IpoTokomnbl cereBoro ypoBHs. OCHOBHBIE
xapaktepuctuku IP-mporokona. Crpykrypa naketoB IPv4 n IPV6. OcoOeHHOCTH W MpenuMyllecTBa MpoTokoia Pv6.
MeToapl MapIIpyTH3aKy y3JI0B. Tabmwia MapIpyTH3AIIH Y3JI0B M MapIIpyTH3aTopa A mpoTokoioB |Pv4 u IPV6.
VYerpoiictBo Mmapuipytuzatopa — Ilponeccop, mamsaTe, onepanuonHas cucrema. [logkintoueHrne Kk MaplipyTH3aToOpy
yepe3 pasiandHble MOpThl. HacTpoiika MCXOIHBIX mapaMeTpoB, MHTep(deiicoB, ILI03a 10 YMOJYaHHIO M JIPYTHX
XapaKTEePUCTUK MapIIPyTH3aTOpa.

7. | TpancriopTHBIf ypoBeHb. HasHaueHne 1 3a/1a4u TPAHCIIOPTHOTO YPOBHSA. MyJbTHIINIEKCHPOBAHUE CEAHCOB CBS3H.
Onwucanue u cpaBHeHHe npoTokoioB TCP u UDP — HageXHOCTh UM NMPOM3BOAMTENIBHOCTh, 00JNACTh MPUMEHEHHUSL.
Anpecanus optoB u cermerrarus 1CP u UDP. O6men manabivu o TCP. Iponeccer TCP cepBepa. YcTaHoBineHue
TCP-coenunenuss u ero 3aBepiueHue. [IpuHIMNBL «TpéXcTopoHHEro pykomoxarus» T1CP. HanéxHocts u
ynpasnenne notokoM TCP - TloaTBep)kaeHHE MOJyYeHHS CETMEHTOB, IMOTEpsl JaHHBIX M HOBTOpHas Iepenaya,
ynpaBieHue motokoM. OOMmeH gaHHbIMU c ucnonb3oBanuem UDP. Ilponeccer u 3ampockt UDP-cepepa, UDP-
nararpammel, npouecckl UDP-kimenra. [punoxenns, ucnons3ytomue UDP u TCP.

8. | IP-anpecanus. Crpykrypa IPv4-anpecos. CereBas u y3noBas yacth |P-agpeca. IIpeoOpazoBanue agpecoB Mexmy
JBOMYHBIM W JIeCATEpUYHBIM TIpeacTaBieHneM. Macka moacern [Pv4. CereBoit anpec, ampec y3ma
mMpoKoBemaTeNsHelil  agpec cetu IPv4. TlpucBoenme y3my cratmdeckoro u auHamudeckoro IPvé4-amgpeca.
MmHoroanpecnass nepenava. Ilyomuunsie u yactHeie |Pv4-agpeca. IPv4-agpeca crnenmanbsHOro Ha3HAYCHUS.

ITpucsoenne IP-ampecos.
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CoBMecTHOE HCHONB30BaHKEe MNPOTOKONOB IPv4 u IPV6: 1BOMHOW CTEK, TyHHEIMpOBaHHE, NpecoOpa3oBaHME.
Ipencrasnenne |Pv6-agpeco. IlpaBumma coxpamenus 3amucu IPv6-anpecoB. VHaWBHOyanbHBIA, TPYIOBOH,
npou3BoNbHBIA THIBI IPV6-anpecoB. CTpyKTyphl JIOKQIBHOTO W TI00AJBHOTO HMHAMBUAYalbHBIX |PV6-anpecos.
Cratnyeckass W JIWHAMHYECKas KOHQUrypamuyd TiI00aTbHOTO HHAMBHIyaldbHOTO anpeca. [Ipomecc EUI-64 u
ClIy4aiiHO CreHepupoBaHHbIN uneHTHdukarop uarepdeiica. ICMP-cepBucel. OTnuuus as npotokosio IPv4 u IPV6.
Coobmenns ICMPVI6 «3ampoc k mapmpytuzatopy», «OOBSABICHHE OT MapHIpyTH3aTOpa», «3ampoc COCETHEro
y3na» 1 «O0bsBIEHHE COCeTHEro y3ia». TecTupoBaHHE CETH C MOMOIIBIO 3X0-3alpocoB. TpaccHpoBKa MapuipyTa.
BpeMst npoxoxkeHusi curHana B npsimom u obpatHoM HampasieHusx (RTT). Bpewmst xwusuu (TTL) IPv4 u npenen
nepexooB IPV6.

Paznmenenne IP-cereit ma momcern. Cermentanus |P-ceteit. OOMeH maHHBIMH Mexay nozcersmu. [lmanupoBaHme
ajJipecaliuy B mojceTsx. PacyeTHpie GOpMyIIbI st CerMeHTaNuu ceTu. Pa3OueHue Ha MOICETH HAa OCHOBE TPeOOBaHUI
y3JI0B H ceTeil, B COOTBETCTBUH C TpeOboBaHUsAME cereil. OmpeneneHne Macku mojceTd. PasOneHne Ha IMONCETH C
UCIOJIb30BaHKeM Macku nepemennoi mmuabl (VLSM). BaszoBas Mozens W Ha3HaueHue OJIOKOB ajapecoB VLSM.
[ImanupoBanme anpecarmu cetd. OcoOeHHOCTH TpoektupoBaHus |Pv6-cetn. PasOmenme Ha moacetn ¢
HCTONIb30BaHUEM UaeHTHU(PHUKaTOpa HHTEpdeiica.

10.

YpoBeHb MNPUIOKEHUNA. YPOBEHb MNPWIOKEHHH, YpOBEHb NPEJCTaBICHHUS M CEaHCOBBIM ypoBeHb. IIpumepbl
pactpoCTpaHEeHHBIX MpUiIokKeHuid. [IpoTokonmsl ypoBHs npmiaoxenuit. OxHopanrosbie cetu (P2P). Mogens Tuma
«kaueHT-cepBepy. O630p mporokonoB HTTP, HTTPS, SMTP, POP u IMAP. Cayx6a nomenusix umén (DNS).
dopmat coobrennit u uepapxust DNS. Yrumura «nslookup». Ciysx6a DHCP. TIpotokon nepenaun daitnos (FTP).
Iporokon obmeHa GnokamMu cepBepHbIX coobuennit (SMB). Konuenuun «Bceodsemmomuii MuTepHeT» BYOD.
JlocTaBka JaHHBIX MO0 KOHBEPTEHTHBIM CETSIM.

11.

Co3nianne u HacTpoiika HeOOJIbIION KOMIBIOTEPHOH ceTu. [InaHupoBaHue M co3laHHe HEOOJIBIIONW KOMITBIOTEPHON
CeTH: OINpe/AeTeHNEe KIIOUEBHIX (PaKTOPOB, BBIOOP TOIOIOTHM M CETEBBIX YCTPOWCTB, BBIOOpD M HACTpOiKa
MIPOTOKOJIOB, CHUCTEMBI ajpecanuu. Mepbl 1o obecrneyeHnio 0e30MacHOCTH CeTH. YSA3BHMOCTH U CETEBBIE aTakH.
PasBenpiBaTenbHble aTaku, Artakd jgoctyma, Otkas B oOcmykuBanuu (D0S-ataku). PesepBHOE KONMpOBaHHE,
O0OHOBIICHHE U YCTAaHOBKA MCIIPaBIeHUH. MexceTeBble SKpaHbl. AyTeHTH(UKAINs, aBTOpHU3alus U y4€T. BrurroueHue
nporokona SSH.

@aiinoBble CUCTEMBI MAPIIPYTU3aTOPOB U KOMMYTAaTOPOB. Pe3epBHOE KONMMpPOBaHHE U BOCCTAHOBIEHUE C IOMOLIBIO
TEKCTOBBIX (aitioB, mporokoia TFTP, USB-nakomnutens. BerpoeHHbIE CiTy:kObI MapiipyTuzanuu. Ilogmepikka
0ecrnpoBOHBIX IOAKIIOYeHNH. HacTpoiika BCTpOEHHOTO MapLIpyTH3aTopa.

JladopaTopHbie padoThI
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1.IIpoexTupoBaHuEe JOKAIEHON CETH.

2.YcTaHOBKA W HAaCTpOiika CeTeBBIX MPOTOKONIOB. M3ydenue ceteBbix HacTpoek OC Windows

3.M3y4eHne ceTeBbIX YTHIINT JJIs TECTUPOBAHMS M HACTPOHKH JtoKaibHO cetd B OS Windows u OS Linux.

4.Haznauenue [P-anpecos. Macku moncerul

5.MccnenoBanue CETEBBIX MPOTOKOJIOB.

6.Hactpoiika KOHTpo/IIepa JOMEHa U YCTaHOBKA JIOMOTHUTEIBHBIX POJICH.

NN DN DNDDND DN W

IIpakTnyeckune 3aHATHS

1.

CocraBneHne KapThl ceTH MHTEpHET ¢ IOMOINBIO YTHIMT «ping» U «traceroute». Co3maHue NMPOCTON CeTH: ©
VeraHoBKa ceaHca KOHCOJH ¢ CETEBBIM 000PYIOBaHHEM TIPH TIOMOIIHM mporpaMmel Tera Term; ¢ Co3nanue ceT;
HacTpoiika OCHOBHBIX TapaMeTpoB KoMMyTatopa. IIpocMoTp ceTeBoro Tpaduka ¢ momorisio nporpammer Wireshark.

2.
3.
4

[ToxkaroueHne KOMIBIOTEPOB K CETH C TIOMOIIBIO Kabeneit 1 6ecripoBOIHBIX afgantepoB: OnpeneneHne ceTeBbIX
YCTPOMCTB U KaHaJIOB cBA3M; O0uM ceTeBoro kabemst; [IpocMoTp JaHHBIX 0 OECTIPOBOAHBIX M IPOBOIHBIX CETEBBIX
ajanrepax.

o

Nsyuenune Ethernet-rexuosorwuii: « IIpocmotrp MAC-aapecoB ceTeBBIX YCTPOWCTB; * Usyuenue kampos Ethernet ¢
nomoripto porpammer Wireshark; ¢ IMpocmotp ARP ¢ momomsio mporpammer  Wireshark, unrepdeiicon
komanHOU cTpoku Windows u IOS; ¢ Hcnonb3oBanue wunTep(deiica komaumuoi ctpoku |OS ¢ Tabiaumamu
MAC-aapecoB kommytaTopa. [locTpoeHue cetn Ha Gase MapipytuzaTopa: IIpocMoTp TabIUI MapiIpyTH3aLH{
y310B; W3yueHne (HH3MUESCKUX XapaKTEPUCTHK Mapuipyrusaropa; Co3maHue CEeTH, COCTOSIICH W3 KOMMYTAaTOpa W
MapupyTH3aTopa.

Uzyuenne TpaHCIIOPTHOTO YPOBHS:

* HaOmomenue 3a mpoueccoM TPEXCTOPOHHEro «pykomnoxatusi» TCP ¢ momompio mporpamel
Wireshark;

*  H3yuenwne 3axBadeHHbIX AaHHBIX DNS UDP ¢ momoripio mporpaMMel
Wireshark;

W3ydenue 3axBaueHHbIX naketoB FTP u TFTP ¢ momomisto mporpammer Wireshark.

Hacrpoiika IP-agpecanuu:

*  Hcnonp3oBanue kanpkynsropa Windows B paboTe ¢ CeTEBBIMHU aIpecamu;
*  Kounseprarnus IPv4-anpecoB B ABOUYHYIO CUCTEMY CUUCIICHUS;

*  Onpeaenenue [IPv4/IPv6-ampecos;

* Hacrpoiika IPV6-ampecoB Ha ceTeBbIX YCTPONCTBAX;
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° TCCTI/IpOBaHI/IC CETCBOI'O NMMOAKIOYCHHA C IIOMOIIBIO KOMAaH/ «ping» u «traceroutey.

Cermenranus |P-cereit:

* N3yueHue KajabKyIsTOPOB MOJCETEH;

*  Pacuér nmoxcereit IPV4;

* Pazgenenue cerell ¢ pa3TMYHBIMU TOMIOJIOTHUSMU HA TIOJICETH;

* Pa3paboTka M BHEJPEHUE CXEMBbI aJipecaliuy pa3ieiéHHoi Ha noacetu |IPv4-cery;
PaspaboTka u BHenpeHue cxeMsbl aapecarun VLSM.

10.

IP-anpecamms:

*  aHanu3 TpapuKa OJHOATIPECHOH Mepeaayn, MUPOKOBEIIATEIEHON 1 MHOT0aIPECHON PACCHUIKH;
*  HacTpolika anpecaiuu IPv6;

* mposepka angpecarun IPv4 u IPVG;

0Tpab0TKa KOMIIEKCHBIX PAKTHYECKUX HABBIKOB.

11.

Cermenranus |P-cereii:

*  OpraHu3ainys MOJICETHU 10 Pa3INIHbIM CLEHAPUSIM;

* pa3paboTKa M BHEIpEeHUEe CTPYKTYpHI anpecannu VLSM;

*  BHEJAPEHHE CXEMBI aJIpecalluy pa3IesiéHHoM Ha nojceTu IPv6-ceTu;
0TpabOTKa KOMIUIEKCHBIX MMPAKTUYECKUX HABBIKOB.

12.

W3yueHne OCHOBHBIX CETEBBIX CITYKO:

. Nzyuenne Gpynkimu oOMeHa ¢aitnaMmu MexXIy OJHOPaHTOBBIMH YCTPOHCTBAMU ONpeIeieHUe
npeobpazoBanuii PAT; *M3yuenue npapui padbotet DNS;
Uzyuenne nporokona FTP.

13.

ObecneueHue 0€301aCHOCTH CETHU:

» H3ydeHue yrpos ceTeBoil Oe30nacHoCTy;

» JlocTym K CETEBBIM YCTPOMCTBaM IO MPOTOKOIy SSH;
Obecneuenne 0€30MacHOCTH CETEBBIX YCTPOUCTB;

14.

AHann3 KOMIBIOTEPHON CETU U HACTPOHKa MapIIpyTH3aTOpa:

* IIpoBepka 3a/iep:KeK B Iiepejadn CETEBBIX MTAKETOB C MOMOIIBIO YTHITUT «Ping» U «traceroutey;

* Hcnonp3oBanue unrepdetica komanHoi ctpoku (CLI) 1yt cOopa cBeneHmit 0 CETEBBIX YCTPONCTBAX;

*  VYnpasienue daiinaMmu KOHPUTypaIUy MapIIPyTU3aTOPa C TIOMOIIBIO MIPOTPAMMBI AMYJIISTIH
TepMHHAJA

*  Vmpasienue ¢aitnaMu KOHPHUTypaIuy yCTPOUCTB ¢ ucmoyb3oBanueM TFTP, ¢uemnr-namsatu u USB-
HaKOMUTEeNeH
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Wzydenue nporeyp BOCCTAaHOBIEHUS MapoJei.

Tema 1.2.
[puHOMIBI MAPIIPYTH3AHHA 1
KOMMYTalUH

Copep:xanue

1.

BBenenne B kommyTtHpyemble cetH. OObenunHéHHble cetH. Mepapxuss B koMMyTupyemod cetu. Pounb
KOoMMyTHpyeMbIXx cerell. Kommyrmpyemass cpema. JmHammdeckoe 3amonHeHHe Tabmumel MAC-aapecoB
KoMMyTaTtopa. MeTonpl mepechUlkd Ha KoMmMmyTarope. KoMmyramus ¢ npoMexXyTOdHbIM XpaHeHHeM. CKBO3Has
koMMyTanus. KommyTtarnuonssrie foMeHbl. CHIDKEHUE TIEPETPy30K CETH.

OCHOBHBIC KOHLENIMU M HAcTpoiika KoMMmyTauud. OCHOBHbIE KOHLENIMM ¥ HAacCTpOHKa KOMMYTallUH.
[lepBoHauanpHass HACTpOlKa KOMMYTaTOpa M BOCCTAaHOBJIEHHE IOcie cucTeMHOro cbos. Hactpoiika moctyma s
6azoBoro ymnpasyieHusi KommytaTopoM ¢ IPv4. JlyniekcHas cBs3b. HacTpoiika mopToB KOMMYyTaTopa Ha GU3NYECKOM
ypoBHe. DyHKIMs aBTOMaTH4YecKoro omperneieHuss tuma kabens (Auto-MDIX). TIposepka HacTpoek mopTa
koMMmyTaTopa. Ilomck u ycTpaneHue mnpoOneM Ha YpPOBHE JOCTylla K ceTu. be3omacHoCTh KOMMyTaTopa.
Samuménnbiii ynanéuusiii noctym. Hacrtpoiika SSH. PacmpocTtpanéHHBIE yrpo3bsl 0€30IaCHOCTH: TIEPETIOTHCHHE
tabmuiel MAC-anpecoB, DHCP-cniybunr, ucnonb3oBanue ys3sumocteil mpotokona CDP, Araku Telnet u mp.
AyIWT ¥ TIpakTHYECKHE PEKOMEHJAIMU 10 oOecredeHuIo 0e301acHOCTH ceTH. be3onmacHoCTh mopra KOMMyTaropa.
OtcnexuBanne DHCP cooOmennii. ®@yHkums OezomacHoctd mopta. Bunsl 3ammrel MAC-ampeco. Pexumbl
pearupoBaHus Ha HapyleHue OezonacHocTH. [IpoBepka u HacTpoiika nmoptos. [Iporokon ceteBoro Bpemenu (NTP).

Buptyanbeubie nokansabie cetd (VLAN).Bupryansusie nokambhsie cetd (VLAN) — knaccudukanus 1 OCHOBHBIC
XapaKTepUCTUKU. TpaHKW BUPTyalbHbIX ceTei. KoHTponb mmpokoBemarensHbIX noMeHoB B cersix VLAN.
TerupoBanue kaapos Ethernet mis npentudukanuu cetm VLAN. Ceru native VLAN u TerupoBanue craHmapra
802.1Q. Teruposanue ronocoBoii VLAN. Peanusanuyu BUpTyadbHOW JIOKaNbHON ceTH. HasHaueHne mopToB ceTsM
VLAN. Hacrpoiika TpaHKOBBIX KaHAJIOB. [IpOTOKOI THHAMHYECKOTO co3Manus TpaHkoBoro kanama (DTP). IMowuck u
yCTpaHEHHUE HENONAJ0K B BUPTYAJIbHBIX JOKAJIBHBIX CETSAX M TPAHKOBHIX KaHainax. [IpoGnemsl ¢ IP-anpecamnueii cetn
VLAN. HecoBnaneHust peXxnMOB TpPaHKOBOW cCBs3W. lIpoextupoBanme n obOecmedenne Oe3omacHoctH VLAN:
hopping, cnyduur xommyraropa, ataka c¢ aBoiHbIM TerupoBaHueMm, Cetb PVLAN nepumerpa. Ilpaktuueckue
PEKOMEHIAINH [0 TIPOSKTUPOBAHUIO BUPTYaJIbHOU JIOKAJIBHOM CETH.

Konuemnus mapmpytuzanuu. Hactpoiika Mmapmpyruzaropa. MexaHH3MBbI IEPECBUIKH MTakeToB. [loakmoYeHne u
HACTpOUKa ycTpoiicTB. CBETOIMOAHBIC HHANKATOPBI HA MapIIpyTH3aTOpe. AKTHBAIMS U HacTpoiika |P-aapecarum.
[IpoBepka CBA3HOCTHU CeTel ¢ MPSIMBIM MOIKIIOUcHIEeM. [IpoBepka HacTpoek nHTepderica. OUIbTpaIHst BEIXOIHBIX
JAHHBIX KoMaH[ «showy. KomMmyTaius nmakeToB Mexay ceTssMu. OyHKIUS KOMMYTAIUH MapIIPyTH3aTOPA.
Mapmpyrusanus nakeros. OnpenencHue myTa. [Iporiecc NPUHSTHS PENICHUS O TEPEChUIKE MAaKeTOB. BrIOOp
onrumaiibHOro myTH. [Ipotokonsl RIP, OSPF, EIGRP. Pacnpenenenne Harpy3ku. AIMHUHUCTPUPOBAHUE PACCTOSHUES
(AD) u Haie)KHOCTD MapIIpyTa. AHAIK3 TabIUI] MAPIIPYTU3ALUHA — HCTOYHMK JaHHBIX, PUHIKAIB (POPMHUPOBAHKE
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BO3MOKHOCTH HACTPOWKH. 3aIHCH TaOIHIBI MAPIIPYTU3AIUH [T CETSH C MPSIMBIM MOIKIIOYCHUCM. 3alaHue
CTAaTUYCCKUX MapIIpyToB. [IpoToKobI AHAMUYECKON MapiipyTusaimu cereid IPv4 u IPV6.

5. Mapupytuzanus mexay VLAN. [punnuner padotsl MappyTtusanuu Mexny VLAN. Hactpoiika MapuipyTisanuu
Ha 0a3e MapIIpyTU3aTOPOB C HECKOJIBKUMH (PU3NUECKHUMHU HHTEpdelicaMu, ¢ HCIOIb30BaHUEM KOH(PUTYpaLUH
router-on-a-stick, uepe3 MHOTOYpOBHEBBI KOMMyTaTOp. [Ipobiaembr Mapuipytusarmu mexay VLAN. TIpoBepka
KOH(pHUTypauu KOMMYTaToOpa M HaCTpoeK Mapuipytu3atopa. Henomagku B pabote nnTepdeiica. Ommbku B |P-
azpecax u Mackax mojacetu. Hactpoiika u pabora koMmMyTanuu Ha 3-M ypoBHe. Mapmpyruzamnus mexay VLAN
Yyepe3 BUpTyalbHble HHTEp(dEchl KOMMyTaTOpa, MapIIpyTH3NpyeMbIe TTOpTHl. Hemonaaku B HacTporkax
KOMMYTaTopa 3-Iro YpOBH.

6. Crarnyeckas MapmpyTu3anus.IIpenmyinecTsa 1 3a1a4i CTaTHYECKON MapIpyTU3aiH. THITBI CTATHYECKHUX
MapIIpyTOB: CTaHAAPTHBIN, IO YMOTYaHUIO, CyMMapHbIH, miaBatomuii. Hactpolika cratnyecknx Mapuipytos |IPV4 u
IPv6. Komarna «ip route». MapmpyT cieayromero nepexozaa. Hanpsamyio moakimodéHHbIN CTaTHYECKUN MapuIpyT.
ITomHOCTBIO 3a1aHHBIN cTaTHYeckui MapIpyT. HacTpoiika craTudeckoro Mapiipyra rno ymonuanuro. Knaccosas
anpecanusi. KiiaccoBele Macku nojceru. beckiaccopast mexaomennas Mapupyrusanust CIDR. O0benunenne
MmapuipyTtoB. Opranusanus cyrnepcereit. Micrmosap3oBanre Macok mojcetd hukcupoBannoi miuasl (FLSM). Macka
nozcetd nepemenHoit auabl (VLSM). Hactpoiika cyMMapHBIX U IUIABAIOIINX CTATHYECKUX MapIIpyToB. Pacuér
cymmapsoro Mapuipyra. OobeinHenue ceteBbix ajgpecos IPv4 u IPV6. Tlouck 1 yctpaHeHHe HEeNoa 0K B
HACTPOHKaxX CTATMYECKOT0 MapIIpyTa M MapUIpyTa M0 YMOJTYAHHIO.

7. JuHaMu4eckast MapipyTusanus. [IpoTokosbl TMHaAMHUUYECKOI MapIIpyTH3alK — Ha3HAYE€HHE, TPUHIMITB paOOThI U
ucropusi pa3Butus. CpaBHEHHE JMHAMHYECKON U CTATHYECKON MapIupyTi3auuu. [IpHHIMIBI paboThl IPOTOKOJIOB
MaplIpyTH3AlKK: MYCK Mocie BKIoYeHns mutanus, CeteBoe oOHapyxeHune, OOMeH JaHHBIMH MapIIpyTH3ALUH,
Obecneuenne cxoanmoct. Kimaccudukamus mporokoixoB Mapmpytusanun. [Ipotokonsr IGP u EGP.
JucranunoHHO-BekTOpHBIE TPOoTOKOIEI RIP, IGRP. TIpoTokomns! MmapmipyTu3anuu no coctossHuio kanana OSPF u 1S-
IS. KitaccoBble 1 OeckiiaccoBble MTPOTOKOJIBI MapIPyTH3AMH. XapaKTEPUCTUKH U METPUKH ITPOTOKOJIOB.

JwHamuueckast IUCTaHIMOHHO-BEKTOPHASI MapIIpyTH3aus. JJUCTaHIIMOHHO-BEKTOPHBIA alNropuT™M. MeXaHU3MBI
OTIIPABKH W MOJYYCHHUS JaHHBIX MapIIPyTHU3AIUH, pacdEéTa ONTHMAJIBHBIX IIyTeH 1 J00aBICHNS MapIIPyTOB B
TaOIHITy MapIIpyTH3AIUH, OOHAPYKEHHUS U pearupoBaHUsI Ha M3MEHEeHHs B Tonojoruu. Hactpotika nmporokona RIP:
BritodeHne RIPV2, oTkiIroueHHne aBTOMAaTHYECKOr0 00beINHEHHSI, HACTPOiKa MAaCCUBHBIX HHTEP(EHCOB, epeaaya
MapIIpyTa o yMOJYaHHUIO 1o cetu. HacTpoiika mpotokona RIPng. [Iporecc MapmipyTu3aimu o COCTOSHUIO
kanana. Hello nporokosn. maket cocrosiuus kanana (LSP). JlaBuHHast pacchlika MaKeTOB COCTOSHUS KaHaa.
JlaBuHHAs pacchUIKa MAKETOB COCTOSTHUS KaHana. Co3ganue aepeBa Kpardanmux myTtei SPF. JJobaBnenue
MapmpyroB OSPF B tabnuiy mapuipyrusanuu. HegoctaTku mpoOTOKOJIOB MAPIIPYTH3AIKHU 0 COCTOSHHUIO KaHaa.
Tabnuna MapripyTu3aiuy. 3amiucH ¢ IPSMbIM MOAKITIOYCHUEM U YIATEHHOU ceTh. JJMHAMUYeCKH oJTy4YaeMbIe
mapupyTst |PV4/6. Tporecc moucka MapipyTa.

8. OSPF nist oHoO# o6nactu. CemeiictBo nporokonioB OSPF. XapakrepucTuky, NpUHIUIIEL pabOThl M KOMIOHEHTHI
OSPF. Ocobennoctr OSPF myist omHOM 1 HECKOJIBKHX obOsacteil. MaructpanbHas 001acTh. VIHKaNCy s
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coobmiennit OSPF. Tunsr makeroB OSPF: maket npuserctus (hello), maker onucanus 6a3el nanubix (DBD), maker
3amnpoca coctosius kaHaia (LSR), maker o6HOBeHHs cocTosiHus KaHana (LSU). makeT moATBep:KACHUS COCTOSIHUS
kanana (LSAck). O6HoBIeHusI cocTosiHus KaHana. Paboune cocrosaust OSPF. Beigenennsiit (DR) u pe3epBHbIit
BoieeHHbII MapmpyTu3zaTop (BDR). Cunxponnsanus 6a3 nanasix OSPF. Hactpoiika OSPFV2 mist oxHoi
obmactu. Pexxum KoHpUTypaiin HASHTUPHUKATOPHI MapiipyTi3aTopa. Mcnons3oBanue uarepdeiica loopback.
Brumtouenne OSPF na nrTepdeticax. [1ladnonnas macka. Komanna «networky». Hactpolika maccHBHBIX
uaTepdeiicoB. Popmyna pacuéra merpuku crommoct OSPF. Hactpotika 3HaueHN MPOMyCKHOW CIIOCOOHOCTH
unTepdeiica. [IpoBepka coCeHUX YCTPONUCTB, HACTPOCK MPOTOKOJIA, JTAHHBIX MPOLECCa ¥ APYTUX XapaKTEPHCTUK
OSPF. Cpasuenune OSPFv2 u OSPFv3. Anpeca tuna link-local. Tomosnorust cetn OSPFV3. Hacrpoiika
naeaTudukaropa Mapmpyrusatopa OSPFv3. Brrouerne OSPFv3 Ha naTepdeiicax.

9. Crucku kouTposs gocryna (ACL). Crucku koutposst gocryna (ACL). Ipunimn paborst ACLcnuckoB. Tumbt
ACL-cmuckos Cisco st IPVA. TpucBanBanne HomepoB U uM&H ACL-cnmckam. Pacuér mrabiaonnoit macku B ACL-
cnuckax. Pekomennanuu no co3nanuio u pasmernennto ACL-crickoB. Pazmenenue cTanaapTHBIX M PaCIIUPEHHBIX

Kommenrapuu k ACL-criuckam. [IpoBepka 1 peqaktupoBaHue craniapTHeix HymepoBanHbiX ACLcnuckoB. ACL-
craructrka. 3amura noptoB VTY ¢ momoristo ctangaptHoro ACL-crimcka IPv4. Ctpykrypa u HacTpoiika
pacumpennbix ACL-crickoB st IPV4. Ounbrpanus Tpaduka ¢ ucrosib3oBanieM pacummpenHbix ACL-cruckos.
[owuck u ycrpanenne Heronagok ACL-cruckoB. Pactipoctpanénnsie ommudku ACL-criuckos. CpaBaenne ACL-
crmckoB st |IPv4 u IPV6. Hactpoiika u nposepka ACL-crimckoB ais IPV6.

ACL-cnuckoB. Hactpoiika crannapraoro ACL-crincka. [Ipumenenue crannaptabix ACL-crinckoB Ha HHTEpdeiicax.

10. | Iporoxox DHCP. IIporoxon DHCP. DHCPv4: 6a3oBas omepanusi, popMaT cooOIIeH i, COOOMIEHUS 00HAPYKESHHUS
u npegnoxenus. Hactpolika, npoBepka u perpancisinus npoctoro DHCPv4-cepsepa. Hactpolika Mapuipytuzaropa
B kauectBe DHCPv4-kinenTa. Hactpoiika Mapmpytusaropa kiacca SOHO. [Touck u yctpaHeHrne HENoaai0K B
pabote mapmpytuzatopa DHCPv4. TIporokon DHCPv6. Apromarndeckast HacTpoiika agpeca 0e3 OTCIeKHBAHUS
cocrostaus (SLAAC). [Mpuammmn padotst SLAAC ¢ DHCPv6. DHCPvV6 ¢ u 6e3 oTCieKUBaHUsI COCTOSTHUSL.
Iporeccer DHCPv6. Hactpoiika mapmipytu3atopa B kauectBe DHCPv6-cepBepa 1 DHCPV6-kiuenTa. ITouck u
yCcTpaHeHue Hernonanok B pabore DHCPv6.

11. | TIpeobpazoBanue ceTeBbIX agpecoB IPv4. [IpeobpazoBanue ceTeBbix anpecoB [IPv4. KonmenrtyansHoe
npeobpazoBanue ceTeBbIx aapecoB (NAT). TepmuHomoTHs M pUHIUIBL paboThl NAT. TIpocTpaHCTBO YaCTHBIX
IPvV4-anpecos. Ctatndeckoe U AMHaAMHYECKOE MpeoOpa3oBanme ceTeBbix ajgpecoB (NAT). [IpeoOpasoBanue aapecoB
mopToB (PAT). CpaBaerne NAT u PAT. [IpenmymectBa u Hepoctatku NAT. AHannu3 cTaTHIeCcKOTro
npeodpazoBanust NAT. [Ipunamun padotsr quaamudeckoro NAT Hacrpoiika 1 npoBepka NAT, PAT.
[Mepeanpecarust noproB. Hactpotika NAT u nporokosna IPv6. ITouck u ycrpanenne Hemnosaiok B padore NAT.

JlaGopaTopHbIie padoThI
7. MapmpyTr3amnys B KOMIBIOTEPHBIX CETSIX

IIpakTHyeckne 3aHATHSA

1. Hactpoiika kommyTaropa:
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. ba3oBas HacTpolika KOMMYTaTOpa;
. Hactpoiika mapameTpoB 6e301MacHOCTH KOMMYTATOpa.
Hacrpoiika 6e30macHOCTH KOMMYTaTOpa: 2
. Hactpoiika mpoTokomna SSH;
. Hacrpoiika ¢pyuxmun Switch Port Security;
. [Tonck u ycTpaHeHHEe HEMOoIa0K B CUCTEME OE30ITacHOCTH IIOPTOB KOMMYTATOPA; 2
OTpaboTKa KOMIUIEKCHBIX MPaKTHUECKUX HaBBIKOB.
Kondurypamms cererr VLAN: 1
. Kondurypanus cereiit VLAN 1 TpaHKOBBIX KaHAJIOB;
. IMowuck u ycTpaneHne Hemonanok B koHpurypanuu VLAN;
. Peanuzamus cucteMsl 6e3onacHoct cetd VLAN;
. Peammzanus cereit VLAN mis cerMeHTannu ceTei mpeanpusTHA MaJIOTo U CpeHero Ou3Heca. 4
Hacrpoiika Mapuipytusaropa: 1
. Vcnionp30Banne koMaH bl traceroute mis oOHapy>KeHHS CETH;
. JlokyMeHTHpOBaHHE CeTH;
. Hacrpoiika untepdeiicos IPv4 u IPVG;
. Hactpoiika u mpoBepka HeOOIBIIOH CETH; 2
HccnenoBanye MapuipyToB ¢ MPSMBIM MTOJKITIOYEHUEM.
Hacrpoiika Mapuipyruzanuu: 1
. Cocranenue cxeMmbl ceTit HTEpHET;
. Hactpoiika 6a30BBIX IapaMeTpPOB MapIIPyTH3aTOpa C MOMOIbIO mHTepdeiica komanmHoit crpokn (CLI) | 2
cucremsr Cisco 10S;
. Hacrpoiika 6a30BbIX apameTpoB MapupyTuzaropa ¢ nomomniso CCP.
Mapmpytuzammst mexay VLAN: 1
. Hacrpoiika mapmpyruzannu mexay VLAN mist kaxnoro uatepdeiica;
. Hacrpoiika mapipyruzanuu mexay VLAN Ha ocHoBe crangapta 802.1Q u TpaHKOBOTO KaHaa; 4
. [Nownck u ycTpaHeHHe HEINoIa 0K B MapupyTi3anuu Mmexxay cetsiMu VLAN.
Hacrpoiika cratuueckoil MapuipyTH3aluu: 1
. Hactpoiika cratnueckux mapuipyros IPV4/IPv6 o ymondyanuio;
. PaspaboTka u peanusanus cxemsl anpecarun |Pv4 ¢ ucronszoBannem VLSM,;
. Pacuér cymmapubix Mapuipytos IPv4 u IPV6; 2
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. [Nowuck u ycTpaHeHHe HENoiIa 0K cTaTHdeckux Mapipyros |Pv4 u IPV6.

8. Hacrpoiika quHaMuueckoil MappyTH3aLuu:
. HccnenoBanue cXoAUMOCTY; 2
. CpaBHeHHE MeTOI0B BEIOOpa IyTH B TipoToKoiax RIP.

9. Hacrpoiika nporokosio RIPv2 u RIPng. 2

10. | Hacrpoiika nmporoxosioB OSPF:
. Hactpoiika 6a3oBoro nmpotokora OSPFV2 mis onHol oOmacTw; 4
. basoBas Hactpoiika npotokona OSPFv3 miist oxHoM 06macTH.

11. | V3y4yeHne MeXaHU3MOB pabOTHI CO CTUCKAMHU KOHTPOJIS IOCTYIIA:
. Harnsnnoe npencrasienue padorsl ACL-crincka; 2
. Hacrpoiika crangaptHeix ACL-cniickos;
. Hactpoiika crangapTHbIX IMeHOBaHHBIX ACL-CIIHCKOB;
. Hactpoiika ACL-crmcka most muanit VTY, 2
. Hacrpoiika pacmmpenHbix ACL-CIIMCKOB JUIsl pa3iin4HbIX CIIEHAPHUEB;
. IMowuck n ycTpaneHue Hemoaaok B pabote ACL-criuckos;
. Hacrpoiika ACL-criuckoB IPv6;
. OT1paboTKa KOMIIEKCHBIX TPAaKTHIECKNX HABBIKOB.

12. | Hacrpoiika ACL-cnuckos:
. Hacrpoiika u nposepka ctannapTHbix ACL-CIIUCKOB;
. Hacrpoiika u npoBepka orpannuenuii VIY;
. Hactpotiika u nposepka pacmupeHHbix ACL-cnuckos; 2
. INowuck 1 ycTpaHeHHe HeroJa 0K B HacTpoiike u pasmenienun ACL-crnnuckos;
. Hacrpoiika u npoBepka ACL-cnuckos mist IPV6.

13. | Usyuenue npotokonaos DHCP:
. Bbasosas Hactpoiika DHCPv4 Ha mapuipyTtusarope;
. bazosas nactpoiika DHCPv4 Ha koMMyTaTOpe;
. [Nouck u ycrpanenue Hernoianok B pabore DHCPv4; 2
. Hactpoiika cepsepa DHCPV6 6e3 oTciie)KMBaHMS COCTOSIHUS ¥ C OTCIIC)KUBAHHEM COCTOSIHHS,
. IMowuck u ycTpanenue Henoyanok B pabore DHCPVG.

14. | Uzyuenne npotokona DHCP: )

. Hacrpoiika nporokosia DHCP ¢ nomomsto komanz Cisco 10S;
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. OT1paboTKa KOMILIEKCHBIX IPAaKTHYECKUX HABBIKOB.
15. | IIpeoOpa3oBaHme CETEBBIX aqPECOB:
. Wzyuenne npunnummna padotsl NAT;
. Hacrpoiika cratuueckoro u auHamMmuyeckoro NAT;
. Peanuzanus cratnyeckoro u quHamuueckoro NAT; 2
. Hactpoiika nepeaapecanun mopToB Ha MapmpyTruzarope Linksys;
. [TpoBepka, MOKCK U ycTpaHeHUE Heroanok Kondurypanuii NAT;
. OTpaboTKa KOMIUIEKCHBIX MMPAKTHYCCKIX HABBIKOB.
16. | Usyuenue padotsl ¢ NAT u PAT:
. Hacrpoiika tunamudeckoro u crarndeckoro NAT;
. Hactpoiika NAT-nyna ¢ neperpy3koii u PAT; 2
. IMowuck u ycrpanenune Henonanok koHurypamuit NAT.
CamocTosiTetbHasi padoTa mpu u3ydenun Paznena 1. 22
TemaTuka BHeayIMTOPHOH cAaMOCTOSAITEILHOMH PadoThI
1. Cucremarndeckas mpopaboTKa KOHCIIEKTOB 3aHITHH, YIeOHOH U CIICNUANTEHON TEXHUUECKOH JTUTEPaTYPHI.
2. KoHcrnektupoBaHue TeKcTa, paboTa CO CIOBAPSIMU M CIPABOYHUKAMH, O3HAKOMIICHHE C HOPMAaTHBHBIMH JIOKYMEHTaMH, yueOHO-HCCIeIoBaTeNbckas paboTa

IIPH CaMOM ITUPOKOM HcTIoNb30BaHnu MHTEepHeTa n npyrux | T-TexHOIOTHI.

3. TIpoextHble Gpopmbl pabOTHI, MOJrOTOBKA COOOIIEHNH K BEICTYIUICHHIO HA CEMUHAPaX U KOH(PEPEHIHAX; TOJr0TOBKa peepaToB, TOKIAI0B.

4. TloaroroBka K JTa0OpaTOPHBIM H MPaKTUYECKUM pabOTaM C WCIIONF30BaHHEM METOAWYECCKHX PEKOMEHIANWH IperoaaBaTelsi, opopMIIeHHE JTabopaTOpHO-

MIPAKTUIECKUX paboT, OTIETOB M MOATOTOBKA K MX 3aIUTE.
MJIK 01.02. Opranusauusi, HPUHIUNBI HOCTPOCHUS U (PYHKIIMOHMPOBAHUS KOMIIBIOTEPHBIX CeTel

Tema 2.1. Coaep:xkanue

OO0mue NPUHIMIBI OCTPOEHUS 1. | CereBbie TOMONOTHH 6

cerer 2. | DrajoHHas MOJICNIb B3aUMOJICHCTBUS OTKPHITHIX cucteM OSl 6
3. | CrargapTs! kaberei 6
4. | Tums! naTEpdEHCOB TaHHBIX 6
5. | CereBoe nepeznaromiee 060py0BaHHE 6
6. | Tuns! uHTEp()EHCOB TAHHBIX 6
7. | Ilepenarouiee 060pyI0BaHHE JIOKATBHBIX CETEH 6
8. | TIpOTOKOJIBI IOKAIBHBIX CETEH 6
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9. | Texnomorus ATM 6

10. | JucTaHIIMOHHOE yIIPaBIICHHE KOMITBIOTEPOM 6

JlaGopaTopHnbie paboThl 6

«3HakomctBo ¢ Cisco Packet Tracer»

«O6yuenue pabote co cpenctBom moaenupoBanus Packet Tracer»

«OTcnexuBaHue MPOXOXKICHUS TAKETOB Yepe3 CETh)

«MHTepnpeTanys BEIXOIHBIX JaHHBIX KoMaH] Ping u Traceroute»

IIpakTnyeckune 3aHATHS

1. | HUccnenoBanue TOMOJIOTUHA CETH 2

2. | BbInoJHEHHs MOHTa)XXHBIX Pa0OT C KOAKCHAaJIbHBIM KabelleM U BUTOM Mmapoi 4

3. | UccrenoBanue Tumo uaTepdeiicoB JaHHBIX 2
4 | OnpeneneHue TOMOJOTUH U TPOTOKOJIOB JIJIsl YKa3aHHOU CETH 4
5 | Iouck aHANOTOB yCTapeBIIEro 000PyIOBaHUS 2
6 | ITouck aHanoroB ycrapeBuiero 000py10BaHHs 2
7 | Beibop o0opymnoBaHUS IS IPOCKTA CETH 2
8 | Beibop o0opynoBaHUS IS IPOCKTA CETH 4
9 | Pacyer OCHOBHBIX MTapaMeTPOB JIOKAILHOM ceTH 4

10 | Usyuenue nmportokomna IP 4

11 | Nsyuenue nportokomna IP 4

12 | Paznoxenue IP o nmoacersim 4

13 | FTP-nporokon j

14 | M3y4enue u HaCTpoOiiKa MapIIpyTH3aTOPOB 4

15 | M3ydenue u HaCTpoOiiKa MapIIpyTH3aTOPOB

Tema 2.2. Conep:xkanue
OcHoBBI pa0doThI ceTeil 1. | Iporokon TCP/IP 4

2 | Ipunun pabotsr cHuddepos 4
3 | Cern X25. Meroas! nepenauu JaHHBIX B X.25 6
4 Mertonp! nepenaun ganubix B X.25. Mcnonb3oBanue cerei X.25 4
5 | Ceru c perpancisnueii kaapos (frame relay). Ipunuuns: pa6otsr ISDN-cereit 6
6 6

Certessie ciyx6b1 1.200
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7 | BecnpoBonnas nepenaua nannsix. Jluanm DSL. Cetu SONET 4
8 | Pernonamsusie Ethernet-cetu (Optical Ethernet). Yposan SONET u stamornas mogens OSI. 4
9 | JlomosHUTEIBHBIE TPOTOKOJIBI TT00aNBHBIX ceteit ITpoTokoi Serial Line Internet Protocol (SLIP) 6
10 | IIporokoxn Point-to-Point Protocol (PPP) u Point-to-Point Tunneling Protocol (PPTP) 4
11 | IIpoekTHast JOKYMCHTAIHSL. 4
12 | Tpeboanus CHull x 000pyn0BaHNI0 KOMIIBIOTEPHBIX CETEH 6
13 | IIpoexTupoBaHue anmapaTHOU 6
14 | IIpoexTupoBaHHE KPOCCOBBIX 6
15 | IIporpamMMBl KOHTPOJISA CETEBOTO Tpaduka 6

JlaGopaTopHbie paboThl 10

Tema «/cnonp3oBanne komanapl Pingy

Tema «Hactpoiika DHCP MHOTO(YHKIIHOHATIBHOTO YCTPOHWCTBAY

Tema «IIpocmotp napopMmanuu PDU u ypoHs moxenn OSD»

Tema «IIpoBepka NAT Ha MHOTO(GYHKIMOHATEHOM YCTPOHCTBEY»

Tema «Ilowck U ycTpaHeHHE HETI0JIa/I0K OECIIPOBOIHOTO COEMHEHHUS

Tema «Ilowck u ycTpaHeHne mpoOIIeM ¢ CEThIO»

IIpakTnyeckune 3aHATHS
1. | JIuarHoctuka paboTOCIOCOOHOCTH U MPABUIHLHOCTH HACTPOECK MapIIPyTH3ATOPOB 2
2 | UzyueHne u HacTpoOiKa KOMMYTaTOPOB CeTel 4
3 N3ydeHnue u HaCTpoilka KOMMYTaTOPOB CETEH 2
4 | ImarHoctuka pabOTOCIOCOOHOCTH U NPaBMILHOCTH HACTPOEK KOMMYTaTOpPOB CETei 4
5 | Hactpoiika nokanbHoii cetu. Hactpoiika npotokona TCP/IP 2
6 | JlmarHocTHKa pabOTOCIIOCOOHOCTH CETH. 4
7 | JlonoJHUTEIbHBIE IPOTOKOJIBI IIT00ATBHBIX ceTel 2
8 YcraHOBKa M HACTPOKKA CETEBOM KapThl 4
9 | BoccranopieHue KoMIbroTepa mocie cbos (padora ¢ backup-amn). 2
10 | BoccraHoBiieHre KOMITbIOTEPa TOCie cOost (padora ¢ backup-amu). 4
11 | Opranuzanyst B3auMOAEHCTBUS JIOKAIEHOH M TI100aIbHON KOMIIBIOTEPHBIX CEeTel 2
12 | CanuTapHO-rUrMeHHYECKHE TPEOOBAHMUS K Pa3MEILEHHIO KOMITBIOTEPHOTO 000PYI0BaHHUS. 4
13 | Odopmienne NPOEKTHON JOKYMEHTAIINN 2
14 | Tlopsimok TecTHpOBaHUS U IPUEMO-CIATOYHBIX UCIIBITAHUH JIOKAIBHOM CeTH 4




HaumeHnoBanue pa3jeioB Coaep:xanue yuyeOHOI0 MaTepuaa, 1adopaTopHbie padoThHl H MPAKTHYECKHE 3aHATHS, CAMOCTOATeIbHAs padoTa Oo0vem | Yposenb
npodgeccHnoHATBLHOTO MOAYJIS o0yuarommuxcsi, KypcoBasi padora (IpoexT) 4acoB | OCBOEHHS
(IIM), MeRIMCHUIITTUHAPHBIX

kypcoB (MJK) u Tem
1 2 3 4
15 | Ilopsimok MPOEKTHPOBAHUS JIOKAIEHON CETH. 2
16 | JumarHOoCTHKa pabOTOCTIOCOOHOCTH CETH. 4
17 | Pacuer OCHOBHBIX TapaMeTPOB JOKAIBHOU CETH 2
18 | IlpoexTupoBaHKE BHICOKOCKOPOCTHOM JIOKAJIBHOM CETH. 4
19 | IIpoknanka ceTeBoro Kabens 2
20 | IIpoknaaka ceTeBOro KabdeJs. 4
21 | IlpoextupoBaHme OECIIPOBOIHON JIOKAIEHOW CETH. 2
22 | TlpoexkTupoBaHue OECIIPOBOIHON JIOKAILHOM CETH. 4
4

CamocTosiTeIbHASI Pa00Ta MPU U3YUEeHHUH 30

TeMaTnka BHeaAyANTOPHOIl cCaMOCTOATEIbHOI padoThl

1. Dranonnas mouens OSI

2. HudopmannonHnas 6e30macHOCTb.

3. CereBoe 000pymOBaHUE.

4. TlporpammupoBanue opucHsix ATC.

5. IlpukmnagHble IPOTOKOJIBI.

6. Optical Ethernet.

7. JloTIOJHUTEINILHBIE TPOTOKOJIBI TTI00ATBHBIX CETEH.

8. [IlpaBuia MOHTa)Xa TEJIEKOMMYHHUKAI[HOHHOTO 000PY/I0BaHHSI.

9. Pacuer BcrioMorarensHOTO 000pyIOBaHMSI.

10. M3y4eHue TEXHUYECKHX YCIOBUIl Ha OT/AENbHbIE BUABI KOMMYHHUKAIIMOHHOTO 000PY/I0BaHHUSI.

YueOHasi IPaKTHKA 216

Bunawi pa6or:

O N kbR

y4acTHe B IPOCKTHPOBAHUH CETEBON HHOPACTPYKTYPHL;

y4acTHE B OPraHU3aI[MK CETEBOI0 aIMHUHUCTPHUPOBAHNS,

9KCILTyaTaIusi 0O0bEKTOB CETEBOI HHPPACTPYKTYPEI;

Y4acCTHUC B YIIPaBJICHUHU CETEBBIMU CCPBUCAMMU,

y4acTHE B MOJCPHH3AIUHU CETEBOW HHPPACTPYKTYPHI;

cOOp aHHBIX ISl aHAJIU3A UCIIOJIb30BaHMS U (PYHKIIMOHHUPOBAHHS HPOTPAMMHO-TEXHUYECKHX CPEJCTB KOMIBIOTEPHBIX CETeil;
ydacTue B pa3pabOTKe METOAOB, CPEJICTB M TEXHOJOTHIA MIPUMEHEHHSI 00BEKTOB MPO(EeCCHOHANBEHON AESTEIIbHOCTH;
MIpOBeIeHUE MPOPMITAKTHIECKHUX padOT Ha 00BEKTaX CETEBOM MHMPACTPYKTYPHI U PaOOUNX CTAHIIUSAX;




HaumeHnoBanue pa3jeioB Coaep:xanue yuyeOHOI0 MaTepuaa, 1adopaTopHbie padoThHl H MPAKTHYECKHE 3aHATHS, CAMOCTOATeIbHAs padoTa Oo0vem | Yposenb
npodgeccHnoHATBLHOTO MOAYJIS o0yuarommuxcsi, KypcoBasi padora (IpoexT) 4acoB | OCBOEHHS
(IIM), MeRIMCHUIITTUHAPHBIX

kypcoB (MJK) u Tem
1 2 3 4
9. yuwacTHe B MHBEHTapHU3allUU TEXHHYECKUX CPE/ICTB CETEBON MH(PPACTPYKTYPbI, OCYLIECTBICHHE KOHTPOJIS HOCTYIHBIIETO U3 PEMOHTA 000PY10BAHHUS;
10. 3aMeHa pacXOJHBIX MAaTEpPHAJOB W MEJNKHHA PEMOHT NEpPH(PEPHUIHOTO 000PYIOBAaHUS, OIPEACIATh yCTapeBllee OOOPYIOBaHHE W IPOTpaMMHEBIE CpPEACTBa

ceTeBOl HHPPACTPYKTYPBHI.

I[IpousBoacTBeHHAS] MPAKTHKA 144
Buasl padot:

1. ywacTtme B pa3paboTKe METONOB, CPEACTB U TEXHOJIOTUI MPUMEHEHH 00BEKTOB MPO(pECCHOHATIBHON AEATEIbHOCTH;

2. mpoBeeHHE NPO(UIAKTHYECKHX PA0OT Ha 00BEKTAX CETEBON MHPPACTPYKTYPHI U pabOUYMX CTAHIIHSAX;

3. ydacTHe B MHBCHTapH3allMU TEXHHUYECKUX CPEACTB CETEBOH MH(MPACTPYKTYPHI, OCYIIECTBICHHE KOHTPOIIS IIOCTYIHBINETO U3 PEMOHTA 000pyJOBaHHUS.

Bcero 868




4 YCJIOBUSA PEAJIMBALIMU ITPO®ECCUOHAJIBHOTI'O MOAYJIA

4.1, TpeOoBanuss K MHHAMAJIbHOMY  MAaTepPHAIbHO-TEXHHYECKOMY
odecrneyeHnIo

Peanuzanmst mnpod)ecCHOHAIBLHOTO MOJYJIS IpEanoiaracT HaJIWdue Yy4eOHOTO
KaOWHETa TEOPUH U METOJANKH JOTIOJTHUTEIIHBHOTO 00pa30BaHUSI.

O6opynoBanne yueOHOTO KaOUHETA:

— KOMIUJIEKT y4eOHO-METOANYECKON TOKyMEHTAIIHH;

— HarIsIHBIE IT0CO0OHS,

— MyJIbTUMEAMIHOE 000py10BaHUE (3KpaH, IPOEKTOP, KOMIIBIOTED);

— JMUEH3HOHHOE MPOrpaMMHOE 0OecreueHrne MpoPECCHOHAIIBHOTO Ha3HAUYEHHUS,
— HOPMAaTHUBHO-TIPABOBBIC AKTHI.

TexHnyeckue cpeacTsa 00y4yeHUs:
— KOMIIBIOTED,

— MYJbTHUMEIUNHBIN ITPOEKTOD,
— DKpaH.

Peanmsanus IIPOrpaMMBbl MOAYJIS [IpeAIoJIaraet 00s13aTeNbHYIO
MIPOU3BOICTBEHHYIO IPAKTUKY B YUPEKACHUSIX JTOMOJHUTEIBHOTO 00Opa30BaHus.

YcioBus peanuzanuu nporpammsli ¢ gunamu OB3.

B umensx gocTymHOCTH TONy4deHUs: oO0pa3oBaHus 10 00pa3oBaTelbHBIM
IporpaMMaM WHBAJIMIAMH U JIMIIAMH C OTPaHHYCHHBIMU BO3MOXHOCTSIMU 310poBbs KITK
o0ecrieunBaeTcs:

1) nns WHBAIMIOB W JIUI[ C OTPAHWYCHHBIMH BO3MOXHOCTSIMH 37I0POBBSI IO
3pEHHUIO:

— pa3sMeIIeHHWe B JOCTYMHBIX ISl OOYYArOIIMXCS, SIBJSIONIAXCS CICTBIMHA HIIH
CaboOBUIAIIMMHU, MECTax W B aJanTHpoOBaHHON (opme (C ydyeToM HuX O0COOBIX
MOTPEOHOCTE) CHpaBOYHOM HH(pOpPMAIMM O paclUCaHUU Y4eOHBIX  3aHATUU
(nHbOpMaIH TOJDKHA OBITH BBIOJHEHA KPYIMHBIM pelbe(HO-KOHTPACTHBIM MIPUGTOM
(Ha 6esoM unu xkenTom GoHe);

— TMPUCYTCTBUE AaCCHUCTEHTA, OKAa3bIBAIOIIETO OOydYarmeMycs HEOOXOIUMYIO
MTOMOIIIb;

— obecrnieyeHne BBITYCKAa aJIbTEPHATUBHBIX (POPMATOB TIMEUATHBIX MaTEPHAIOB



(kpynHBIH pUQT WK ayauodaiiiml);

— obecrieyeHne  AOCTynma  OOYyYalolIErocsi,  SBISIOLIETOCS  CIENbIM |
UCIOJIb3YIOIIETO COOAKY-TTOBOABIPS, K 3/TAHUIO KOJIJIEIKA;

2) ;U1 MHBAJUIOB U JIUI] C OTPAaHUYCHHBIMH BO3MOXKHOCTSAMU 3/I0POBBS IO CIYXY:

— RyONHMpoOBaHHE 3BYKOBOM CIpPaBOYHOM HMH(OpPMAIMKM O PACHUCAHUU Y4eOHBIX
3aHATUN BU3YyaJbHOW (YCTaHOBKA MOHUTOPOB C BO3MOXHOCTBIO TPAHCIALIUU CyOTUTPOB
(MOHMTOPBI, UX pa3Mepbl U KOJUYECTBO HEOOXOIMMO ONPENENSTh C YYETOM pa3MepoB
MIOMEILICHHUS));

— o0ecreyeHue HaAJNeKaNIMMU 3BYKOBBIMU CpPEJICTBAMHU BOCIIPOM3BEICHUS
uHbOopMaIny;

3) JuTst UTHBAJIMIOB U JIUI] C OTPAHUYEHHBIMU BO3MOKHOCTSIMU 3/I0POBBSI, UMEIOIINUX
HApyIICHUsT OMOPHO-IBUTATEIBHOTO almapara, MaTepualbHO-TEXHUYECKUE YCIOBHS
JOJDKHBI 00€CTeYyrBaTh BO3MOXKHOCTh OECHpPENATCTBEHHOTO JOCTymna OOydaroluxcsl B
yueOHBIE TIOMEIEHUs, CTOJOBBIE, TYyaJeTHbIE W Jpyrue TMOMEIIEHHUs, a TaKKe
peObIBaHMS B YKa3aHHBIX MOMEIMICHUIX (HAIMYKE MAHyCcOB, TOPYYHEH, paCIIMpPEHHbIX
JIBEPHBIX TPOEMOB).

4.2. MupopmanuonHoe odecredeHne 00y4eHust
IlepeyeHp pexoMeHAyeMbIX Y4eOHbIX wu3aaHuii, WHTepHeT-pecypcos,
JAOIOJIHUTEJIbHOM JIUTEPATYPbI

OCHOBHBIE HCTOYHUKH:

1. Komnerotepubie cetu: yuyeObnuk / B.B. bapunos, M.B. bapunos, A.B.
IIponerapckuii, A.H. Ilsubkun. - M.: Axagemus, 2019. - 192 c. - Tekcr:
HETIOCPEACTBEHHBIN.

2. Makcumos, H. B. Kommnbrotepusie cetu : yuebnoe mocobue / H.B. Makcumos,
N.N. TlonoB. — 6-¢ u3a., nepepad. u gomn. — Mocksa : DOPYM : UHOPA-M, 2020. —
464 c. — (Cpemnee mpodeccuonanbHoe obpazoBanme). - ISBN 978-5-16-105870-1. -
Tekcr : anextponnsiit. - URL: https://new.znanium.com/catalog/product/1078158 (nata
obparenus: 24.05.2019).

3. Ky3un, A. B. Komnerorepubsie cetu : yueO. mocobue / A.B. Kysun, [[.A.
Ky3un. — 4-e u3zn., nepepad. u gon. — Mocksa : DOPYM : UHOPA-M, 2019. — 190 c.
— (Cpennee npodeccuonanpHoe oOpazoBanme). - ISBN 978-5-16-103935-9. - Teker :
anexktponHbii. - URL:  https://new.znanium.com/catalog/product/983172  (nata
obpartenus: 24.05.2019).

4. Ucauenko, O. B. [IporpamMHoe o0ecrieueHrne KOMITbIOTEPHBIX CETEH : yueOHoe
nocobue / O.B. Mcauenko. — 2-e uzn., ucnp. u aon. — Mocksa : UH®PA-M, 2019. —
158 c. — (Cpennee npodeccronansHoe obpaszoBanue). - ISBN 978-5-16-108134-1. -



Tekct : anexkTponssiid. - URL: https://new.znanium.com/catalog/product/1033087 (nara
obpammenus: 24.05.2019).

5. Jlucees, I'. A. TlporpammHOe oOecrieueHHEe KOMIBIOTEPHBIX ceTe u web-
cepBepoB : yueb. mocodue / I'. A. Jlucees, I1. FO. Pomanos, 0. 1. Ackepko. — Mockaa :
NH®PA-M, 2019. — 145 c. — (Cpennee npodeccuonansuoe odpazoBanue). - ISBN
978-5-16-014514-3. - Texct ; AIIEKTPOHHBIH. - URL:
https://new.znanium.com/catalog/product/1069176 (nara odpamenus: 24.05.2019).

6. Komnbiotepubie cetu: yuebnuk / B.B. bapunos, M.B. Bbapunos, A.B.
IIponerapckuii, A.H. IIsuibkuH. - M.: Axagemus, 2019. - 192 c. - Tekcr:
HETIOCPEACTBEHHBIN.

7. Makcumog, H. B. Komnibrorepusie cetu : yueoHoe rmocooue / H.B. Makcumos,
N.U. TlonoB. — 6-¢ u3xa., nepepad. u gomn. — Mocksa : DOPYM : UHOPA-M, 2019. —
464 c. — (Cpennee mpodeccuonanpHoe oopazoBanue). - ISBN 978-5-16-105870-1. -
Tekct : anekTponnsiid. - URL: https://new.znanium.com/catalog/product/1078158 (nara
obparenus: 24.05.2019).

8. Ucauenko, O. B. I[IporpammHoe obecrieueHrne KOMIBIOTEPHBIX CETEH : yueOHOe
nocobue / O.B. Mcauenko. — 2-e uza., uctp. u aon. — Mocksa : UHOPA-M, 2019. —
158 c. — (Cpennee npodeccrnonansHoe obpaszoBanue). - ISBN 978-5-16-108134-1. -
Tekcr : anexktponuslil. - URL: https://new.znanium.com/catalog/product/1033087 (nata
obpammenus: 24.05.2019).

9. Jlucwes, I'. A. IlporpammHoe obecrieueHHe KOMIBIOTEPHBIX CeTe W web-
cepBepoB : yueb. mocodue / I'. A. Jlucwes, I1. FO. Pomanos, FO. U. Ackepko. — Mockaa :
NH®PA-M, 2019. — 145 c. — (Cpennee mpodeccuonansuoe odpazoBanue). - ISBN
978-5-16-014514-3. - Tekct : AIEKTPOHHBIN. - URL:
https://new.znanium.com/catalog/product/1069176 (nara ooparenus: 24.05.2019).



5 KOHTPOJIb 1 ONEHKA PE3YJIbTATOB OCBOEHUA _
INPOPECCHUOHAJIBHOI'O MOAYJIA (BUOA ITPOPECCHOHAJBHOUN

JESITEJIbHOCTH)
Pesyabrarsl
(ocBOCHHBIE OcHOBHBIE IOKA3aTeJIH OLEHKHU ®DopMBbI M METOABI KOHTPOJIS U
npogeccuoHAIbHBIE pe3yJabTara OLICHKH
KOMIIETEHIIMHU)
TIK 1.1. BemmoaHaTh - BBINOJIHEHHE BCEro KOMINICKCA | - DK3aMEH;
MIPOEKTUPOBaHKE KaOeIbHOI MIPOCKTHBIX ~ paboT, CBS3aHHBIX C | -TECTHPOBAHHME;

CTPYKTYpPBbI KOMITBIOTEPHO
ceTu.

CO3aHHEM KOMITBIOTEPHOH CETH («I0x
KIIIOY»);

- TpaMOTHOCTb ucHojib3oBaHus IT-
TEXHOJIOTHHA, B TOM qHCIIe
CIICIIMATIM3UPOBAHHOTO TIPOrPAMMHOTO
obecrieyeHusl, NpPU IMPOSKTHPOBAHUU
KOMIIBIOTEPHBIX CETEH;

- KauecTBO OpraHu3anuu padoT 1o
NPOCKTUPOBAHUIO KOMIBIOTEPHBIX
ceTel;

- obOecreunmBaTh  OCCKOH(IMKTHOE
BHEJ[PCHHE M BBOJ B OJKCILIyaTallHIO
CO3/1aBaEMOr0 00BLEKTA;

- IPU MPOSKTHPOBAHHU OOECTICUYMBATH
MIEPCIIEKTUBBI JUIsl OyIylIero pa3BUTHS
KOMIIBIOTEPHOU CETH.

- KOMIUIEKCHAs OLICHKA PEIICHHS
CUTYallMOHHBIX 33734,

- aHaJu3  Ppe3yJbTaTOB  CBOEH
MIPAKTUIECKOM paboTsI o
HU3ydaeMoi TeEME;

- OILICHKa BBITIOJTHCHU S
CaMOCTOATEIHHOMN PabOTHI;

- OLEHKAa COCTaBJEHHs allrOpUTMa
OpTaHM3aINA JeATEIEHOCTH
METOJIHCTA.

[IK 1.2. OcymecTBIATh BEIOOP
TEXHOJIOTUH, HHCTPYMEHTAIIbHBIX
CPEZCTB U CPEICTB
BBIYHCIIUTENILHON TEXHUKHU TIPH
OpraHM3aliy Iporecca
pa3paboTKU U MCCIEA0BaHNUS
00BEKTOB PO ECCHOHATBHOM

JCATCIIBHOCTH

- 11e7ec000pa3HOCTh OCYIIECTBICHUS
BbIOOpa TEXHOJIOIUH,
MHCTPYMEHTAIBHBIX CPEACTB M CPEACTB
BT;

- TPaMOTHOCTb IUIAHUPOBAHUS U
NPOBEACHUS HEOOXOAMMBIX TECTOBBIX
MPOBEPOK M NPOGHIAKTHIECKUX
OCMOTPOB;

- KBaJM(UIMPOBAHHOCTh OPraHU3aINU
U OCYIIECTBJEGHUS  MOHHUTOpUHra
HCTIONIb30BAHUSA BBIYHCIIATEIHHON
cery;

- TOYHOCTb W  CKpPYILYJIE3HOCTh
¢ukcupoBaHusT W aHanu3a cOOEB B
paboTe  cepBepHOTO W  CETEBOTO
00opyIoBaHus, CBOEBPEMEHHOCTb
NIPUHSTHS PEIICHHS O BHEOYEPEIHOM
00CITy>)KUBaHUH IIPOTPaMMHO-
TEXHHYECKUX CPEJICTB;

- CBOEBPEMEHHOCTb  BBITIOJIHCHUS
MEJIKOTO PEMOHTa 000PYA0BaHHS;

-  TPaMOTHOCTb U  aKKypaTHOCTh
BEJCHUS TEXHUYECKOM M OTYETHOU
JIOKyMEHTAIHH.

- HaOJromeHWEe W OLEHKA PEUICHUS
npo¢eCCUOHATBHBIX 3a/1a4;

- KOMIUTEKCHAsI OLICHKA BBITOITHCHUS
npakTuueckux 3aganuii, CPC;

- Ipe3eHTAIHS Pa3paOd0TaHHBIX
MOJIeJIeN MpeMEeTHO-pa3BUBAIOLLIEH
Cpebl;

- OLICHKA pCIICHUA CUTYallUOHHBIX
3amad;

- aHaluM3  pe3yJibTaToOB  CBOEH
MPAKTHIECCKOH paboTHI o
U3y4aeMoil TeMe;

- OIICHKa BBIMTOJNHECHUS BUIOB padoT
B TIpOIIECCEe TPOXOXKACHUS yIeOHOM

U IIPOU3BOJICTBEHHOM NPAKTUK




PesyabTaThl
(ocBOEHHBIE
npogeccuoHaJIbLHbIE
KOMIIETEHIIMHU)

OcHoOBHbIE NMOKA3aTeJU OLEHKH
pe3yJbTara

(I)O]JM])[ H METOAbI KOHTPOJIA U
OLICHKH

IIK 1.3. ObecnieunBaTh 3alIUTY
WHPOPMALIUH B CETH C
HCTOJIB30BaHUEM MTPOTPAMMHO-
anmapaTHBIX CPEICTB.

- TOJHOTa OO0ECHeYeHUs] HAIUYUs |
paboTociocoOHOCTH MIPOTPaMMHO-
TEXHHYECKUX CpEICTB cOopa JaHHBIX
UL aHalm3a MoKasaTesnen
UCTIONB30BaHMA M (YHKIHMOHUPOBAHUS
KOMITBIOTEPHOMU CETH;

- TPaMOTHOCTb M CBOEBPEMEHHOCTH
JEUCTBUII 1O aIMUHUCTPUPOBAHHUIO
CETEBBIX PECYPCOB;

- 6eccOOMHOCTE MO IEPIKAHHS CETEBBIX
PEeCypcoB B aKTyaJlbHOM COCTOSHUM;

- TIIATEIbHOCTD MOHHUTOPHHTA
HCIONIb30BaHUs ceTu IHTepHeT U
JJIEKTPOHHOH MTOYTEI;

- PperyispHOCTb BBOJA B JCHUCTBUE
HOBBIX  TEXHOJIOTMH  CHCTEMHOTO
aIMUHUCTPHUPOBAHUA.

- 9K3aMEH;
- OLIEHKA PEUICHUSI CUTYaIIMOHHBIX
3a1a4

- a”HaJM3  Ppe3ydbTaTOB  CBOEH

MIPaKTHYECKOM paboTsl o
m3ydaeMori Teme (peduexcus coeit
JIeATEeIILHOCTN);

- OLICHKA BBITIOJTHEHHS

CaMOCTOSATENLHOM PaboTBHI;

- OLEGHKA [0 UTOraM 3alluThI
KypCOBOH paboThI;

- OLEHKa JOKJIaJa O MepeaoBOM
OIIBITC IICAAroroB AOIIOJHUTCIBHOTO

00pa3oBaHmUs;
- OLICHKA npe3eHTaluu
METOJHIECKOTO nopTdOIHO

UCIIOJIB30BaHMSI OIIBITA I1€JaroroB
JIOTIOJTHUTEIFHOTO 00pa30BaHus;

- OLICHKA BBITIOJIHEHUSI BHIOB paboOT
B TIPOIIECCE NMPOXOKACHHUSA y4eOHOH

U IIPOM3BOJCTBEHHOH NPAKTUK

[IK 1.4. I[TpuHuMaTh yyacTue B
MIPUEMO-CAATOYHBIX UCTIBITAHUAX
KOMITBIOTEPHBIX CeTeH 1
CeTEeBOro 000PyAOBaHUS
Pa3IMYHOTO YPOBHS U B OLICHKE
KauecTBa U 9KOHOMUUYECKOU

3¢ EKTUBHOCTH CETEBOH

TOIIOJIOTHH.

- MNPOAYKTHBHOC y4dgacTue B
IpUEMOCHATOYHBIX HUCIIBITAHUAX

KOMIBHOTCPHBIX CeTeli W CEeTEeBOTro

000pyI0BaHUS;

- MPaBHILHOCTE u
apryMEHTUPOBAHHOCTh OLICHKH
KauecTBa u 9KOHOMHYECKOH

3¢ (GEKTHBHOCTH CETEBOM TOMOJIOTHHY;

- TPaMOTHOCTh MIPUMEHECHHS
HOPMAaTUBHO-TEXHUYECKOMI
JOKYMCHTAIHH B obnacTu
UH(OPMALMOHHBIX TEXHOJIOTHIT;

- OCO3HAaHHOCTH MIPUMEHEHHS
OTEUECTBEHHOTO U 3apy0EXHOTO OIbITa
HCTIOB30BaHUS MIPOTPaMMHO-
TEXHUYECKUX CPEJICTB.

- aHAJIM3 PE3yJIbTATOB CBOCH
NpaKTHYeCKOW paboThI IO
n3ydaeMoit TeMe (pediexcust cBoei
JIeSITENILHOCTH);

- OLIEHKA MeIarorHYeCKUX
pa3paboToK;

- B3aUMOOILICHKA YCTHOTO
BBICTYIICHUS;

- CaMOOIIEHKa ITyOJIMIHOTO

BBICTYIJICHUA

[IK 1.5. BemonaaTs TpeboBaHUS
HOPMAaTUBHO-TEXHUYECKOU
JOKYMEHTAIH, UMETh OIBIT
o(hOopMIIEHHSI TPOSKTHON
JOKYMEHTAIUH.

- MNpaBUJIbHOCTD, TEXHHUYCCKasA n

I0pUAnYecKast IrpaMOTHOCTh
MIPUMEHEHNUS HOPMaTHBHO-
TEeXHUYECKOU JIOKyMEHTAIHN B
obsactu nH(pOPMaMOHHBIX
TEXHOJIOTHH;

- IOPOAYKTMBHOCTb  y4acTHi B
MJIAHUPOBAHUM PA3BUTHUS IPOrPAMMHO-
TEeXHUYECKOH 0a3bl OpraHu3alyy;

- apryMEHTHPOBAaHHOCTH OOOCHOBaHUSA
MIPEUI0KEHUH 10 peanusanuu

- DK3aMeEH;
- KOMIUIEKCHAsl OLIEHKA BBIMIOJIHEHHUS
ITUCEMEHHBIX Pa0OT, MPAKTHYECKUX
3aJIaHNM;

- OLICHKA PEIICHHS CUTYaI[HOHHBIX
3ajay;

- aHaNM3  pe3yJbTaToB  CBOEH
NIPaKTU4ECKON paboTe! 1o
n3ydaeMoll Teme (peduiekcust cBoel
JIESITEILHOCTH);

- OLICHKa BBITIOJTHEHHS




PesyabTaThl

(ocBOeHHBIE OcHoOBHbIE NMOKA3aTeJU OLEHKH @opMbI 1 METOABI KOHTPOJIA U
npogeccuoHanbHbIE pe3yJbTara OLIEHKU
KOMIIETEHIIMHU)

CTpaTreruvu opraHusanvu B 001acTH | CaMOCTOSTEILHOM pa6OTLI;

nH(pOpPMANNOHHBIX TEXHOJIOTHH; - OIEHKa IIPE3eHTAlNH IMOPTHOINO
- IPOJYKTHBHOCTb y4acTHsi B HAYYHBIX | OYAYIIEro CIeHalINCTa;
KOH(epeHINAX, CEMUHAPaX; - OLICHKA BBINIOJIHCHUS BHIOB pabOT
- TOYHOCTb u IPaMOTHOCTh | B IIPOIIECCE MPOXOXKACHHS yueOHOMH
oopmiierns TEXHOJIOTUYECKOH | M MPOU3BOICTBEHHON IPAKTUK

JOKyMEHTAaIlid, €€  COOTBETCTBHE
JEHCTBYIOIIIM TIpaBMIaM u

PYKOBOJICTBaM.

@opMbI U METOJIBI KOHTPOJISI U OLIEHKHU PE3YIHTATOB 00YUEHUS JOJKHBI ITO3BOJISITh
MPOBEPATh y OOyYaIOMIUXCA HE TOJBKO CHOPMHUPOBAHHOCTH MPO(EeCCHOHATBHBIX
KOMIIETEHIIUM, HO U Pa3BUTUE OOIIMX KOMIETEHIINN 1 00ECIeUnBAIOIINX UX YMEHUH.

PesyabTaTsl
OcCHOBHbIE MIOKA3aTeIH OLEHKH DopMbI M METOABI KOHTPOJIS U
(ocBOeHHbBIE 001IHE
pe3yJabrara OIleHKH
KOMIIETEHIUH)

OK 1. [loHumarb CYHUIHOCTh H | — HaJIWYHE MOJIOKHUTEIBHBIX OT3BIBOB C - HaOJIFOICHHE U OLICHKA
COLMANbHYI0 3HAYUMOCTL CBOEH | MECT MPOU3BOCTBECHHOW MPAKTUKHY; HETOCPEICTBEHHOI0
6yz[y1_uef/'1 HpO(beCCI/II/I, OPOSBIATE K | — aKTHBHOCTbH, HHUIIMATUBHOCTH B PYKOBOAUTCIIA IIPU TTPOXOKACHUN
Hel yCTOMUYMBBIM HHTEpEC npolecce 0CBOEHHS NPOPECCUOHABHOM MIPOU3BOJICTBEHHON MPAKTHUKU;

JIeATETEHOCTH, - orieHKa noptdosmo pabot u

- QpTYMEHTHUPOBAHHOCTH U IOJIHOTA AOKYMCHTOB;

OOBSICHEHHS CYITHOCTH U COLUAIBHON - OIICHKaA 3CCE;

3HaYUMOCTH OyyIieit mpobeccun - OLICHKA KAueCTBa y4acTus B

KOHKypcax

OK 2. OpraHu3oBBIBaTh - IPaBWJIBHBII BEIOOP CIIOCOOOB pelIcHHUs - OIICHKA PEICHUS CHUTYallMOHHBIX
COOCTBEHHYIO JCSITCIBHOCTb, npoQeCCHOHATBHBIX 3a/1a4; 3ajaq;
BEIOMPATH TUTIOBBIC METOMIBI H - panMoHaJIbHASI OpTaHU3aIMs COOCTBCHHONW | - OLIEHKA OCYIIECTBICHHUS BHIOB
CMOCOOBI BHITIOTHEHHS JIESITEIbHOCTH BO BPEMsI BBITIOJIHEHUST JIeATETBHOCTH B MPOIIECCe
npodeccroHaNbHBIX 33134, CaMOCTOSTEIIFHON M MIPAKTUICCKOMH y4e0HOH 1 IPOM3BOJICTBEHHOM
OIICHUBATh UX dPPEKTUBHOCTH U paboTsl, pu paboTe HaJ| pereHHeM MIPaKTUKU
Ka4eCcTBO CUTYaIlHOHHBIX 3a/1a4, IPOXOKICHUE

MIPOU3BOJICTBEHHOM MPAKTHKH
OK 3. OmcHuBaTh pHCKH U | - IPOBOJUTH AUATHOCTHKY CHTYAIlUH; - OIICHKA PEIICHUS CHUTYallHOHHBIX
MPUHUMATD pereHust B | - ONIPEAETAThH aICKBATHBIC BAPHAHTHI 3amad;
HECTAaHAAPTHBIX CHTYAaIUSIX pelIeHNs BOZHUKAIOIINX IIPO0OIIeM; - OIICHKA OCYIIECTBIICHHUS BUIOB

- BBISIBIISITH BO3MOJKHBIE PUCKU; JIESITETIBHOCTH B TIpOLIEcCe

- 000CHOBBIBATH MPUHATUE PEIICHUS y4e0HO! 1 POM3BOJICTBEHHOM

MIPAKTUKH

OK 4. Ocy1iecTBasiTh HOUCK U - 0TOOp ¥ UCTIOJIb30BaHNE HHPOPMAILIUH IS | - OLCHKA PEIICHHUS CUTYAI[HOHHBIX
WCIIONb30BaHUe HH(pOpMaIny, 3¢ (eKTHBHOTO BBHITIOTHEHUS 3az1ad;
HeoOxoanuMoi uist 3p(GEeKTUBHOTO | MPOQECCHOHANBHBIX 33/1a4, - OLIeHKa peepupoBaHus,
BBITIOJTHEHMSI NTPO(PECCHOHANBHBIX | MPOPECCHOHATBHOTO U IMYHOCTHOTO aHHOTHPOBAHMS, PAOOTHI HAJT
3aja4, Mpo(heCCHOHATHHOTO pa3BuUTUA KYPCOBBIM IMPOEKTOM;
JUIHOCTHOTO Pa3BUTHS - OIIEHKa OCYIIECTBICHUS BUIOB




PesyabTaTsl
(ocBOeHHBbIE 001IHe
KOMIIETEeHIUH)

OcHoOBHBbIE MOKA3aTeU OLIEHKH
pe3yJbTara

(I)O])M])l W METOAbI KOHTPOJIA U
OLICHKH

JIeTENBHOCTH B IpoLiecce
y4eOHO U MPOU3BOJACTBEHHOM
[IPaKTUKU

OK 5. Hcnons3oBath
UHPOPMAMOHHO-
KOMMYHHUKAIMOHHBIE TEXHOJIOTHH
B IpoeCCHOHATBHOM
JIeSITeIbHOCTH

- IeMOHCTpAalXs HABBIKOB UCIIOJIb30BAHUS
nH(pOpPMaNNOHHO-KOMMYHHKAIIIOHHBIE
TEXHOJIOTHH B MIPO(ECCUOHATILHOM
JEATETbHOCTH

- OLICHKA PELICHUS CUTYallMOHHBIX
3a1a4;

- aHAJIU3 U OLEHKA IIPOAYKTOB
JIeSITEIbHOCTH;

- OLICHKA OCYILECTBIICHUS BUIOB
JIeSITEIBHOCTH B IIPOLIECCE
y4eOHOI 1 IPOU3BOJICTBEHHOM
MPAaKTUKU

OK 6. PaboTaTh B KOJIJICKTUBE U B
KoMaH[e, 3PEKTHBHO 00IIAThCA C
KOJUIETaMH, PyKOBOJICTBOM,
MOTPEOUTEISIMHA

- B3aUMO/ICHICTBHUE C KOJIJIEraMH,
nejaroraMu, pyKOBOAUTEISMH IPAKTHKU H
COIMAIbHBIMH MTAPTHEPAaMH B X0JIe
o0OyueHus;

- IPOSIBJICHUE yMEHHS paboTaTh B
KOJUICKTUBE M KOMaHE

- OLICHKA PEIICHHS CUTYaI[HOHHBIX
3azad;

- OLICHKA OCYIIECTBICHHS BUIOB
JIESITEIIFHOCTH B IIPOIIECcCe
y4eOHOH U IPOU3BOACTBEHHON
MIPaKTHKH;

- OT3BIBBI paboTOIATENS U
noTpeduTeneit 00pa3oBaTEIFHBIX

ycIyr

OK 7. CtaBuTh 11eH,
MOTHBHPOBATH JEATCILHOCTH
BOCIIUTaHHUKOB, OPTaHU30BHIBATh
Y KOHTPOJIUPOBATh UX pPaboTy ¢
NPHUHATHEM Ha ce0s
OTBETCTBEHHOCTH 38 Ka4eCTBO
00pa3oBaTeNpHOTO MpoLecca

- 000CHOBaHHBIN BBIOOP LIEJIH OPraHU3aALUH
00pa3oBaTeIbHOM pabOTHI C
00yJarOIIIUMICS;

- POSIBJIEHUE YMEHHST MOTHBUPOBAThH
JIeATEILHOCTh 00YYarOIUXCs B
COOTBETCTBUH C IMOCTABJIIEHHO LEIIBIO;

- BJIaJICHUE CIIOCOOaMU OpraHU3allUuK
JIEATENILHOCTH JETCKOTO KOJIIEKTHBA,

- BJIaJICHUE CIIOCOOaMK KOHTPOJIS
JEATENILHOCTH YUaIlUXCs,

- NPOSIBJICHUE YYBCTBA OTBETCTBEHHOCTH 3a
Ka4eCcTBO 00pa30BaTeIHLHOIO MPOIIecca;

- IPOSIBJICHUE OTBETCTBEHHOCTH 3a paboTy
HOAYMHEHHBIX, PE3YJIBTAT BBIMOJTHEHHSI

3aJaHuN

- OLICHKA PEMICHHS CUTYaI[HOHHBIX
3ajad;

- QaHaJIM3 MPOJYKTOB
IUTAHUPOBAHMA U OLICHKH;

- OLICHKA OCYIIECTBIICHUS BUOB
JIESITENIbHOCTHU B IIPOLIEcce
y4e0HOH 1 IPOM3BOCTBEHHON

IIPaKTUKU

OK 8. CamocrosTensHO
OTIPEe/ICTIATh 3a/[au
npodeccnoHanbHOTO U
JMYHOCTHOTO Pa3BUTHSI,
3aHAMAThCS CAaMOOOPa30BaAHHEM,
OCO3HAHHO IJTAHUPOBATh

IIOBBIIICHUC KBaJ’II/I(I)I/IKaLH/II/I

- BJIaJICHUE HAaBBIKAMU OIpE/IeNICHH 3a1a4
IPOo(eCCHOHANBHOTO U JINYHOCTHOTO
pa3BUTHS;

- IPOSIBJICHUE YMEHHSI OPTraHN30BHIBATH
CBOIO JIESITEIBHOCTh B COOTBETCTBHHU C
3aJja4aMu caMooOpa30BaHMS;

- BIIaJIEHHUE [IpHEeMaMH caMo00pa30BaHUs,
- 10OpPOBOJIBHOE yJ4acTHE B CEMHUHapax,
Kypcax MOBBIIIEHUS KBATU(DUKAIIN;

- OCO3HaHHOE IJIAHUPOBAHHUE JTANOB
MTOBBIICHUS KBATU(UKAII;

- IVIAHUPOBaHNE 00yYaroIMCs
MTOBBIICHUS IMYHOCTHOTO 1

KBIN(UKAIMOHHOTO YPOBHS

- OIIEHKA PEUIeHUs CUTYaIlHOHHBIX
3amad,

- aHAJIN3 IPOAYKTOB
TUTAHUPOBAHUS,

- OIIEHKA OCYIIECTBIICHUS BUIOB
JIeSITEIbHOCTH B Mpoliecce
y4eOHOU 1 TPON3BOJCTBEHHON
MPAKTUKA




PesyabTaTsl
(ocBOeHHbBIE 001IHE
KOMTIETEHIIHH)

OcHoOBHBbIE MOKA3aTeU OLIEHKH
pe3yJbTara

(I)O])M])l W METOAbI KOHTPOJIA U
OLICHKH

OK 9. OcymiecTBisTh
npodecCHOHANBHYIO ESTEIbHOCTD
B YCJIOBHSX OOHOBIICHHS ee LeleH,
COJIeprKaHusl, CMEHBI TEXHOJIOTHI

- TIPOSIBIICHHE MHTEpEca K MHHOBAIMSAM B
00acT mpoheCCHOHATBHON IEATETHHOCTH

- aHAJIN3 Ka4eCTBa BBITIOTHEHUS
MIPAKTUYECKUX 3aJaHHMH,
CaMOCTOATENFHBIX padoT;

- OLIEHKA PEIIEHUS CUTYallHOHHBIX
3a1a4;

- OIIEHKA OCYIIECTBIICHUS BUAOB
JIeSITEIBHOCTH B TIPOLIECCE
y4eOHOI 1 TPOU3BOJCTBEHHOM
MPAaKTUKU

OK 10. OcyiecTBiaTh
npouIaKkTHKy TpaBMaTu3ma,
o0ecreunBaTh OXpaHy KU3HUA U
3I0POBBSI 00yJAIOIIHXCS

(BOCIIUTAaHHUKOB)

- CO3/IaHUC YCIIOBHIA, 00CCIICUNBAIOIIINX
0€30MacHOCTh JKU3HU U 3[J0POBbBSI JACTEIH;

- COOJIFOICHUE MTPABUI TEXHUKU
0€30MMacHOCTH MPH MPOBEICHUHN 3aHSTHI,
MEPOIPUATHIA C IIETIbI0 00eCIeueHHs
OXpaHbI KHU3HU U 370POBbS JIETEH;

- MIPOABJICHUEC YMCHUS 110 IJIaHUPOBAHUIO
BOCITUTATEIbHO-00pa30BaTEIbHOM PabOThI C
BBEJICHHEM 37I0pOBheCOCpEraroInx

TEXHOJIOT U

- OIIEHKA PEIICHUS CUTYallHOHHBIX
3azad;

- OLIEHKA OCYIIECTBIICHUS BUAOB
JIESITEIIFHOCTHU B IIPOIIECCE
y4eOHOH 1 IPOU3BOACTBEHHON
MPaKTHKA

OK 11. Crpours
poeCCHOHANBHYIO IESITENbHOCTD
C COOJTIOICHUEM PETYJIHPYIOIIUX €€
MPaBOBBIX HOPM

- IPOSIBJICHUE YMEHHUsI CTPOUTH
IpO(ECCHOHATBHYIO ASSITEIbHOCTD C
YYETOM PETYIUPYIOLINX €€ MPAaBOBBIX
HOPM;

- OCO3HaHHOE COOJIIOZICHNE IIPABOBBIX HOPM
B CBOEH MPO(ECCHOHAIBHOMN AESTEIbHOCTH;
- cobmoieHue rpaduka yueOHOM U yueOHo-
[POHM3BOICTBEHHOM AEATEIbHOCTH

- HAOJIIOIEHHE;

- OLICHKA PEIICHHS CUTYaI[HOHHBIX
3ajad;

- OLICHKA OCYIIECTBIICHUS BUIOB
JIeSITeTIBHOCTH B TIpoLiecce
y49e0HOI 1 IPOM3BOCTBEHHOM

MPaKTHKH

OK 12. HcnomHsTh BOMHCKYIO
00s3aHHOCTh, B TOM YHCIE C
MIPUMEHEHUEM MOJTyYEHHBIX

npoQeCCHOHANBHBIX 3HAHUH (s
IOHOIIIEH)

- IEMOHCTpAaIHUs TOTOBHOCTH K
HCTIOTHEHUIO BOMHCKOHN 00S3aHHOCTH;

- CBOEBPEMEHHAs IIOCTAHOBKA CTY/IEHTOB -
MIPU3BIBHUKOB (FOHOIIEH) HA BOMHCKUH y4eT

- Oecena co CTy/IeHTaMu;

- QaHaJIM3 JOKYMEHTOB,
TOATBEPKAAOIINX IMTOCTAHOBKY Ha
BOMHCKUH Y4YeT;

- y4acTHe CTY/ACHTOB (FOHOIIIEH) B
BOEHHBIX cOOpax




JINCT UBSMEHEHHMH U JONMOJIHEHHNN,
BHECEHHBIX B PABOUYYIO [IPOTPAMMY

Ne U3MCHCHMS, 1aTa BHCCCHUA U3MCHCHUA, Ne CTpaHHUIbI C U3MCHCHUCM,

bbLJIO

CTAJIO

OcHoOBaHME:;

HOI[HI/ICB JIM1a BHCCIICTO U3MCHCHMUA






